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Abstract

The Internet is modelled as a collection of Internet Service Providers (ISPs) that ex-
change IP traffic through transit and peering agreements, using the traditional models for
multi-commodity flow networks. Each ISP provisions the cheapest possible network to meet
an exogenous fixed level of demand. Transit prices and the price of bandwidth are also
fixed and exogenously given. In this context, a non-cooperative game among ISPs arises
whose Nash equilibrium characterizes the topology of the resulting network. This network,
which exists but is not unique, may be more expensive to provision than the network that
ISPs would provision if they cooperated to reduce overall provisioning costs, which we call
the optimal network. This extra cost constitutes a welfare loss. We show that if peering
agreements are allowed between ISPs but transit agreements are not, there is no welfare loss.
We also show that the optimal network with only peering agreements is more expensive to
provision than the optimal network when both peering and transit agreements are allowed.
Also, we show that the optimal network does not depend on the prices of transit. We then
ask if transit prices could be adjusted to make the network at Nash equilibrium look more
like the optimal network and thus reduce overall provisioning costs. We show by example
that we can find networks at Nash equilibrium that are more expensive to provision than the
optimal network, which shows that the market is not a sufficient mechanism to drive down
provisioning costs to the minimum simply by adjusting transit prices. We conclude with an
analysis of the difficulties that the regulator would face if it were to intervene in this market

failure.
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I. INTRODUCTION AND CONTEXT

The Internet is a collection of independent networks, called Autonomous Systems (ASes)
[1], [2], which, many times, map into Internet Service Providers (ISPs). Smaller ISPs operate
the edges of the Internet and provide access to end-users while larger ISPs operate the core of
the network and provide access mainly to smaller ISPs [3]. ISPs must interconnect to allow
users of different ISPs to exchange traffic. In the Internet, interconnection is accomplished
through the Border Gateway Protocol (BGP) [4], which allows ISPs to advertise routes to
sets of destinations in the network. Which routes are advertised to which ISPs depends on
the interconnection agreements established, which reflect the interconnection strategies of

the various ISPs [5], [6].

ISPs interconnect through transit and peering agreements. Under a transit agreement,
an ISP pays another ISP to carry traffic on his behalf to and from every destination in the
Internet [7], [8], [9], [10], [11]. The former ISP is seen as a customer of the latter ISP. Under a
peering agreement, two providers exchange traffic destined to themselves, to their customers
and to the customers of their customers, usually without cash settlements [7], [8], [9], [10],
[11]. The dramatic reduction in the price of bandwidth [12], as Figure 1 shows for leased lines
of 155 Mbps between NYC, US and London, UK, lead smaller ISPs to create a "peering-

donut” around the larger ISPs relying less frequently on transit from these providers [13], [14].

The declining trend in the price of bandwidth put pressure on transit prices, which have
also fallen significantly since January 2003, as Figure 2 shows. This trend in the price of
transit together with the steady increase in IP traffic worldwide (about 110% between 2003

and 2004 [15]) in most major international backbones) resulted in a substantial increase in
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Price/Mbps-month for Leased Line of 155 Mbps
between NYC,US and London, UK
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Fig. 1. Trend in the price/Mbps-month for leased lines of 155 Mbps between NYC,US and London, UK
between May 1999 and April 2004 (source: Band-X.com).

transit revenues [16]. Therefore, it is clear that both peering and transit agreements are two

main constructs of today’s communication networks and ISPs do rely heavily on them to

interconnect and exchange IP traffic across the globe.
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Fig. 2. Trend in the price/Mbps-month for IP transit from the 10 larger providers offering service through

Band-X (source: Band-X.com).

Meanwhile, interconnection policy in the US is still defined by the Telecommunications
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Act of 1996, which does not require ISPs to provide interconnection for the transport of IP
traffic [17] and, usually, smaller ISPs have to meet a number of requirements to obtain peer-
ing from a larger provider, such as a minimum number of peering locations and a minimum
bandwidth for those connections [18], [19]. If they do not meet these requirements, they

usually have to pay for transit.

The Telecommunications Act defined a set of obligations that apply only to telecom-
munications service providers, particularly to Incumbent Local Exchange Carriers (ILECs),
such as the duty to allow Competitive Local Exchange Carriers (CLECs) to ”physically
co-locate at the ILEC’s premises to obtain access to Unbundled Network Elements”, and
therefore interconnect, "with at least the same quality, rate, terms and conditions as the
access provided to subsidiaries and affiliates”. However, as long as the transport of IP traffic

is classified as an information service, none of these obligations apply to the Internet.

Often, larger ISPs agree to interconnect with smaller ISPs for free only if the latter meet
a number of requirements. However, the only legal instruments that ISPs can use to dispute
the reasonability of these requirements are anti-trust laws and tort law [20]. The absence of
a specific law for interconnection applicable in the context of the Internet is particularly tied
to the issue of market power in the Internet backbone. Concerns regarding dominance in this
market were indeed the central topic of the review of the proposed WorldCom-Sprint merger
of June 2000. The Department of Justice (DoJ) filed a suit to enjoin WorldCom from ac-
quiring Sprint, arguing that the proposed merger ”would substantially lessen competition in
violation of Section 7 of the Clayton Act” [21]. As argued at that time by the provider Level

3, the harmful effects of such a concentration could be further exacerbated in the absence
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of an open interconnection policy framework for IP networks. Such a framework should, it
was argued, encompass measurable and published peering criteria by all providers. Smaller
providers would then know what would be needed in order to obtain interconnection from
larger ISPs. Level 3 and Genuity published their interconnection policies [18], [19] as a way

to pressure larger ISPs to publish theirs.

The FCC has also looked into the subjects of interconnection and market power and
produced a series of reports on this matter. A first study concluded that in the absence of
a dominant provider, market forces are enough to encourage interconnection[22]. Still, this
same report notes that if a dominant ISP should emerge, regulation may be necessary to
prevent monopoly rents, as it was before, for example, for the case of traditional telephony.
Another report by the FCC made the case for settlement-free agreements as the default
regime for interconnection at central offices in the context of traditional telephony [23]. Still
another report by the FCC suggested that carriers should split equally the incremental costs
of interconnection [24]. However, for the last three years, the FCC has been silent with

respect to interconnection issues.

An objective of this paper is to contribute to this stream of research on interconnection
in the context of IP networks, which in our view is still a topic insufficiently addressed in
the current literature. In our paper, we model each ISP as a separate entity run by an
independent administrator. Therefore, we may expect each ISP to provision its network
selfishly and thus we can characterize the topology of the Internet as the Nash equilibrium
of the non-cooperative game among ISPs that arises in this context [25], [26], [27], [28], [29].

However, it is well known that the Nash equilibrium carries a welfare loss [30], [31], [25], [32],
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in the sense that the aggregate cost to provision a network with such configuration may be
greater than the cost to provision the network that would emerge if ISPs would cooperate to
reduce overall provisioning costs still using peering and transit agreements to interconnect to

meet the same level of exogenous demand. We call this latter network, the optimal network.

We show how large provisioning costs for the network at Nash equilibrium can become
relative to the provisioning costs for the optimal network and we show how this result is
a function of the level of economies of scale in the price of bandwidth. We also show how
and why welfare loss is primarily related to transit agreements rather than peering agree-
ments. Finally, we show that it is possible to have networks at Nash equilibrium that are
more expensive to provision than the optimal network even when ISPs choose transit prices,
which indicates that the market for provisioning communication networks that interconnect
through transit and peering agreements set up the way they are today is not necessarily ef-
ficient. We conclude with a discussion of the difficulties that the regulator faces if it chooses

to intervene to help mitigate this market failure.

II. RELATED WORK

In a network of selfish users that route their own traffic without making use of ISPs, the
price of anarchy - defined as the worst-case ratio between the overall latency experienced
in a network at Nash equilibrium and that of the best coordinated network [25], has been
shown to be no more than the supgeepy[(Acpte + (1 — X)) 1], where A, satisfies IF (A1) = lo(r),
e is defined by pe = lo(Aer) /le(7), l.(z) is the latency function for link e and [}(x) is the
marginal latency function for this link [26]. supiecpy[.] indicates the supremum of the ex-
pression within brackets over all the edges in the network. For the case of affine functions,
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this expression reduces to 4/3. For polynomial latency functions with non-negative coeffi-
cients and degree at most p, the price of anarchy is asymptotic to [1 —p(p+1)~®+)/P]71 ag
p — 0o. It has also been shown that this bound is tight, in fact it occurs in simple networks
of parallel links [26], [30], [31], and independent of the network topology [33]. For the cases
of M/M/1 and M/G/1 queues the price of anarchy approaches 400 as the sum of traffic rates
approaches the smallest link capacity [26]. All these results are obtained assuming standard
latency functions, for which z.l.(x) is convex. More recently, it has been shown that these
results can be extended to the case of networks with capacities and with discontinuous la-

tency functions that are non-decreasing in the amount of traffic carried [34].

These results have been criticized because the worst-case welfare loss occurs very seldom
[35]. Let C(r) represent the criticality factor of a network as a function of the traffic demand
r. C(r) is defined as the ratio between the aggregate running cost at Nash equilibria to
meet r and that to meet a demand of r/2 [35]. The criticality factor of a network serves
as an upper bound for its price of anarchy. Let A, represent the set of rates that imply a
price of anarchy greater than ¢ and represent by v(A,) the measure of this set. It has been
shown that v(A,) = O(log(C(r))/¢) and therefore A, has a small Lebesgue measure [35].
Additionally, it is well known that most traffic in the Internet uses TCP/IP [36], which im-
plements flow control. Hence, the rates at which users send traffic to the network depend on
the congestion in the network. It has been shown that the cost function that users minimize
over each TCP connection is approximately linear [28]. Thus, in this case, we have ¢ <4/3
and, in practice, one can expect generic losses to be small, at least when compared to the

bounds provided before for the cases of M/M/1 and M/G/1 queues.
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The price of anarchy is just an upper bound on the welfare loss in the network at Nash
equilibrium and therefore it may convey little information about the actual loss experienced.
The relevance of the price of anarchy depends on how often we are at the worst-case welfare
loss. This issue has been addressed by simulation over realistic Internet-like topologies and
traffic demands [37] considering only intra-domain traffic. These simulations have shown that
selfish routing achieves close to optimal average latency in such environments, however such

performance benefit comes at the expense of significant increased congestion on certain links.

Note, however, that all these results were generated without taking into consideration
the existence of ISPs and assuming that end-users route their own traffic, a situation that
is not true whatsoever in today’s communication networks. As such, the models currently
used in the literature do not address the issue of interconnection, which is key for the
development of the Internet. The current paper aims at filling this gap by studying how the
Nash configuration of interconnected networks differs from the best coordinated network of
ISPs and how these differences result in increased provisioning costs. Such understanding is
paramount for determining whether the market is a sufficient mechanism to minimize welfare

loss.

III. PrREVIOUS WORK

This section introduces the model we used to describe a network of ISPs that intercon-
nect through transit and peering agreements to exchange IP traffic. This model has been
extensively studied in [38]. This section summarizes the main results obtained in the con-
text of this model, namely the price of anarchy and the relationship between welfare loss

and interconnection agreements.
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A. Overview of the Model

In a previous paper, we modelled the Internet as a collection of ISPs that exchange 1P
traffic through transit and peering agreements [38]. In this model, ISPs meet an exogenous
fixed level of demand. We have also assumed a price of transit and a price of bandwidth
exogenously given. It is easy to see that all the results obtained in that paper do not change
if instead of assuming a single price of transit we consider a different price of transit for each
possible transit agreement in the network. Therefore, in this paper we assume that each
transit agreement has a different price, still exogenously given, and thus we can think of
each and every provider behaving as a (transit) price taker. Finally, both the transit prices
and the price of bandwidth exhibit economies of scale, that is, the more traffic they carry the
less the price per unit of traffic. Transit prices and the price of bandwidth exhibit different

levels of economies of scale.

In this earlier paper, we assumed that each ISP maximizes is own profit regardless of
what happens to other ISPs [38]. That is, each ISP behaves selfishly to provision its own
network and to agree to interconnect to other ISPs. Therefore, the interaction among ISPs
can be modelled as a non-cooperative game. The strategy of an ISP is to build up network
between the cities it serves and to interconnect to other ISPs using peering and transit agree-
ments. Interconnection agreements cannot be forced unilaterally, that is, they can only take

place if both ISPs agree to do so.

The problem faced by each ISP is to maximize its own profit subject to a number of
constraints. The profit function of each ISP is given by the difference between profits from

selling and buying transit and provisioning costs, which reflect bandwidth costs. We have
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assumed that the cost of a peering link between two ISPs is split equally between them and
a transit link is paid entirely by the ISP purchasing transit. The constraints of the ISP’s
optimization problem reflect the following aspects: i) traffic flows are positive amounts; ii)
all exogenous traffic is delivered; iii) peering agreements only carry traffic to the parties
involved in peering and their customers; iv) an ISP can only use a peering link to another
ISP if the latter ISP agrees, also an ISP can only sell transit to another ISP if the latter ISP
agrees to buy, and finally; v) an ISP cannot send traffic destined to himself over a transit

agreement in which he is the selling party.

In the context described above, a non-cooperative game arises among the ISPs whose
Nash equilibrium characterizes the topology of the resulting network [27]. We used the con-
cept of Wardrop equilibrium [28] to characterize the set of flows in this network. A flow
of any type of traffic in this network exists if this low cannot be switched to another path
in the network that allows the ISP responsible for delivering this flow of traffic to enjoy a
greater profit per unit of traffic flow. We have shown that a network at equilibrium exists,
using the facts that the set of strategies for each ISP is non-empty, compact and convex and
the profit function for each ISP is C-concave [39]. Furthermore, we have shown, by example,
that the network at Nash equilibrium is not unique. Therefore, when we refer to the cost of
the network at Nash equilibrium, we are actually referring to the cost of the most expensive

network at Nash equilibrium.

Also, in the context of this model, we defined the concept of optimal network. This is the
network that would be achieved if ISPs would cooperate to reduce overall provisioning costs,

still using transit and peering agreements to interconnect and exchange IP traffic to meet
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11

the exogenous demand. That is, the optimal network is the solution of a cost minimization
problem over the whole network, but still taking into account the constraints in terms of
traffic flows listed before. We have shown that this network also exists and that, in this
case, but it is not unique. Also, we noticed that this network depends only of the exogenous
demand and on the exogenous price of bandwidth. In other words, the optimal network is
independent of the transit prices because transit payments cancel out when evaluated over

the entire network.

B. The Price of Anarchy

By definition, the network at Nash equilibrium is no less costly to provision than the
optimal network. We define welfare loss in ratio terms as the ratio between the costs to provi-
sion the network at Nash equilibrium and those to provision the optimal network. Therefore,
welfare loss is a function of the exogenous parameters in the model and it is always greater
than or equal to 1. If welfare loss is 1, the network at Nash equilibrium costs as much
as the optimal network to provision. Next, we defined price of anarchy as the worst-case
welfare loss. That is, the largest welfare loss possibly experienced in the network, due to
the selfishness of each and every provider, evaluated over all the possible assignments of the
exogenous parameters of the model. The price of anarchy, defined as a ratio of provisioning

costs, is a function of the price of bandwidth and is independent of the prices of transit.

In our previous paper, we computed the price of anarchy and we introduced a lower
bound for it which is a function of the level of economies of scale in the price of bandwidth
[38]. Subsequently, we have shown that this lower bound for the price of anarchy is tight,
since it occurs in networks with only peering agreements. Figure 3 summarizes the results
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12

obtained. The y-axis represents the lower bound for the price of anarchy and the x-axis
represents the level of economies of scale in the price of bandwidth, decreasing from left to
right. When the level of economies of scale is significant, ISPs observe the benefits from
aggregating traffic, both within their own networks and over interconnection agreements,
and seize these benefits, which results in a low anarchy value. On the other hand, when
economies of scale are not so significant, the cost per unit of bandwidth deployed is about
the same everywhere in the network and therefore there is no immediate benefit from ag-
gregating traffic and the cheapest network is not much better than the network at Nash
equilibrium and again anarchy is low. For the current level of economies of scale in the price

of bandwidth the price of anarchy is at least 25%. See [38] for more details on this figure.
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Fig. 3. Lower bound for the price of anarchy as a function of the level of economies of scale in the price of
bandwidth.

The welfare loss between the network at Nash equilibrium and the optimal network is

the additional cost that society incurs to provision the network of ISPs due to the selfishness
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of each and every ISP in the network. No welfare loss would exist if a common administra-
tor would oversee the choices of every ISP in the network and dictate which interconnection
agreements to put in place. Thus, we can also look at the price of anarchy as the extra
provisioning cost that society incurs to allow different providers in the network, which in
turn promotes competition and reduces, for example, the prices of the services provided over
the network. So, we can look at the welfare loss as the "price of competition”. In other
words, we can imagine that a common administrator for all ISPs would behave as a mo-
nopolist and regulation could be needed to prevent him from abusing his market power by
collecting (unfair) monopoly rents. But if the cost of setting up the appropriate regulation
mechanisms exceeds the price of anarchy, then it is better not to have this central scheduling
administrator and allow different ISPs to compete, because the price of anarchy is the most
society pays to allow different providers in the network, which, per se, should be enough to
foster competition. Therefore, the price of anarchy can also be understood as a benchmark

for how much we might be willing to pay for regulation that lead to nearly optimal networks.

C. The Structure of the Welfare Loss

It is now natural to ask how does the welfare loss embedded in the network at Nash equi-
librium relate to the fact that ISPs interconnect through transit and peering agreements. In
our previous paper, we have assumed that profit functions are exponential in nature, which
is usually the case given the economies of scale in both the price of transit and the price of
bandwidth. With this assumption in place, we have shown that if all paths to deliver traffic
between a pair of points in the network exhibit the same profit function then there is no
welfare loss because in such case the network at Nash equilibrium is the same as the optimal
network.
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We concluded that welfare loss in terms of provisioning costs might arise from the fact
that the market for the transport of traffic is not homogenous and there are different levels
of economies of scale across cities. Links where the level of economies of scale is higher tend
to attract more traffic, because ISPs realize the benefits from transporting traffic over these
links as opposed to splitting such traffic over separate links. While these advantages may
be fully explored by a central authority aiming at minimizing overall provisioning costs, this
will hardly be the case with multiple ISPs. Each ISP seizes the benefits of strong economies
of scale within its own network (and over interconnection agreements to other ISPs when-
ever possible), but this optimization is done locally at each network. As a consequence,
traffic might be shifted differently across paths and might be handed-off between ISPs at

sub-optimal interconnection points, which, on aggregate, results in higher provisioning costs.

A peering agreement is, in essence, no more than establishing a direct link between two
ISPs and therefore its cost reflects solely the cost of this bandwidth link. Thus, the level of
economies of scale in the price of peering is just the same as the level of economies of scale in
the price of bandwidth. However, transit agreements exhibit a different level of economies of
scale because their price does not reflect directly the true cost of the infrastructure. The price
of a transit agreement includes a service fee to carry traffic on the behalf of the customer ISP
to and from every destination in the Internet. When prices reflect costs, we expect welfare
loss to be low. This is not the case with the price of transit agreements, and the distortion

between prices and true costs introduced by this service charge results in some welfare loss.

In sum, we conclude that peering agreements do not introduce welfare loss, as long as
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they reflect the true cost of the infrastructure. However, transit agreements do introduce
welfare loss. But, at the same time, transit agreements might contribute to reduce overall
provisioning costs because they allow for aggregating more traffic than peering agreements
do, which in turn allows for benefiting from economies of scale to a larger extent. Therefore,
overall, transit agreements can be seen as a welfare enhancing mechanism, yet not a fully ef-
ficient one. But, recall that all the results obtained so far were derived assuming that transit
prices are exogenous. Could prices of transit be somehow adjusted to make the network at
Nash equilibrium become as inexpensive as the optimal network? The next section looks at

this question in detail.

IV. THE INEFFICIENCY OF THE MARKET

In this section, we show by example that situations occur in which a network at Nash
equilibrium is more expensive to provision than the optimal network even when ISPs can
choose transit prices and, therefore, we conclude that the market with transit and peering
agreements set up the way they are today is not efficient. We start by highlighting a few
important characteristics of the Nash network and of the optimal network and we finish with
a discussion of the difficulties that the regulator would face if it were to intervene to help

mitigate the market inefficiency.

A. The Effect of Transit Agreements and Transit Prices

In the previous section, we showed that when only peering agreements are allowed no
welfare loss arises. This situation can be modelled by adding a new constraint to the model

introduced before. To rule out transit agreements, we can simply say that traffic in any tran-
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sit link in the network must equal zero. Therefore, the overall cost minimization problem
that defines the optimal network is, in the case of only peering, a minimization problem over
a decision set that is a subset of the decision space of the overall cost minimization problem
when both peering and transit agreements are allowed. Therefore, it is trivial to show that

the costs to provision the optimal network cannot increase when transit becomes available.

In reality, transit agreements contribute significantly to reduce provisioning costs be-
cause they allow for better aggregating traffic that is destined to the same places in the
network, which might in turn result in networks with fewer links. For example, a network
with n nodes, and only peering, in the absence of Network Access Points (NAPs), requires on
the order of n(n—1)/2 links; whereas a network with only transit agreements will most likely
result in a tree structure that only needs in the order of n.log(n) links. NAPs have emerged
as a way to reduce the number of links in the network. An ISP can run a fat single link to
the NAP, which it uses to carry all the traffic to all the ISPs with which it interconnects
at the NAP, instead of running several separate links, one to each of these ISPs. Note that
NAPs can be easily modelled with the model we introduced before, when we consider a city

where several [SPs meet but none of them serves demand from end-users at that city.

Moreover, we must note that the network at Nash equilibrium is not unique and thus
Nash networks can exhibit different provisioning costs. The optimal network is not unique
as well. However, all optimal networks will have the same overall provisioning cost. More
importantly, an optimal network does not depend on the prices of transit. This is because
the optimal network is a cost minimization problem over the entire network and whatever

payments ISPs make to each do not really matter. The fact that sometimes the optimal
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network uses transit links depends only on how using these links allows for aggregating more

traffic thus reducing costs.

Therefore, the question we aim at answering in this section is ”is it possible that a net-
work at Nash equilibrium is more expensive to provision than the optimal network when
ISPs can choose transit prices?”. If we can show that this is the case, we conclude that
the market can end up in a network configuration that is more expensive than the optimal
network. This does not mean, however, that the market is always inefficient, because the
Nash network is not unique and therefore there might still exist other Nash networks that
are no more expensive to provision than the optimal network. But showing, by example,
that there exists a Nash network that is more expensive than the optimal network suffices to

prove that the market is not always efficient. The next subsection provides such an example.

B. Ezpensive Nash Network

The following is a very simple example that shows that a Nash network can be more ex-
pensive than the optimal network. Consider ISP ¢ serving city u and city v and ISP j serving
city r. There is an exogenous demand of 10 Mbps from users of ISP j at city r to users of city
ISP i at city v (we can assume that there is also a demand of traffic less than 10 Mbps from
the latter users to the former users, but this changes nothing in the what come next). All
other demand in the network is set to zero. Furthermore, assume that the length of shortest
links between city u and city r, between city v and city r and between city u and city v are,
respectively, 2105, 2125 and 332 miles, which is clearly a realizable network. Assume that
the price of bandwidth links is given by the function PB(M, L) = 248.29 M%-5269 [,0-3T7 ' where
M represents the bandwidth of the link and L represents its length. This price function for
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bandwidth has been estimated in a previous paper [38]. Figure 4 illustrates this network.

4 L:2105

Fig. 4. Example of two ISPs serving three cities in which there is a Nash network strictly more expensive
than an optimal network.

In this case, the optimal network is to send 10 Mbps from ISP j at city r to ISP 7 at city
v for a total provisioning cost of $15050. Now, consider the network in which ISP 7 at city u
and ISP j at city r peer. In this latter case, ISP i and ISP j pay a total cost of $14970 and
$7500, respectively, for a total provisioning cost of $22740. We can show that this network,
which is more expensive than the optimal network, is at Nash equilibrium. For that, we will

show that ISP ¢ and ISP j cannot agree to change it.

For example, an alternative network would be to have ISP 7 at city v and ISP j at city
r peer. In this case, both ISP i and ISP j would have to pay $7525. Therefore, ISP i is not
willing to proceed with the change. Other alternative networks include transit agreements.
Consider the network in which ISP ¢ at city v buys transit from ISP j at city r. In this case,
ISP i would have to pay $15050+T and ISP j would have receive T, where T represents the

transit payment. Therefore, ISP ¢ would always be worse off and would not agree to change.
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A similar reasoning applies when ISP i at city v sells transit to ISP j at city r.

The remaining two network configurations involve transit between ISP i at city u and
ISP j at city r. Consider the network in which ISP ¢ at city uw buys transit from ISP j at city
r. In this case, ISP ¢ would have to pay $22470+T and ISP j would have receive T, where
again T represents the transit payment. Therefore, ISP ¢ would always be worse off and
would not agree to change. Finally, consider the case in which ISP i at city u sells transit
to ISP j at city r. In this case, ISP i would incur in a cost of $7470-T and ISP j would
incur in a cost of $150004+T. Therefore, ISP j would always become worse off and would
not agree to change. In sum, ISP ¢ and ISP j cannot find an alternative network to which
they would both agree to change to and the network with the peering link between ISP 17
at city w and ISP j at city r (and the internal link in ISP i’s network between city u and

city v) is a Nash equilibrium, which is more expensive to provision than the optimal network.

Finally, note that not all possible networks in the previous example are at Nash equilib-
rium. For example, the network in which ISP ¢ at city « buys transit from ISP j at city r
is not a Nash equilibrium. To see this, note that under that network ISP ¢ pays $22470+T1}
and ISP j receives T7, where T} is the transit payment. But, consider the network in which
ISP ¢ at city v buys transit from ISP j at city r. In this case, ISP i pays $15050+T5 and ISP
j receives Ty, where Ty is the transit payment in this case. Therefore, any positive payment
T between T and T — 7470 will make both ISPs agree to change to the latter network and

hence the former one is never a Nash equilibrium.

The example above proves that the market is not efficient to provision interconnected
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communication networks because even when ISPs choose transit prices there exist Nash net-
works that are (strictly) more expensive than the optimal networks. Hence, there is scope

for the regulator to intervene to improve total welfare.

C. A Difficult Role for the Regulator

The previous subsection showed, by example, that the market can end up in a Nash
network configuration that is more expensive to provision than the optimal network. This
indicates that there is scope for the regulator to intervene in order to help mitigate this
source of welfare loss. However, the regulator faces a series of difficulties to do so that lead
us to believe that it is better to allow the market to run and to give us a good allocation of

bandwidth and interconnection agreements yet possibly not the optimal one.

First, we do not know how often situations as the one discussed in the previous subsec-
tion occur and it would be clearly unwise to have the regulator focus on welfare loss cases
that occur seldom. Second, the regulator is at a severe loss in terms of accurate knowledge
about the topology of the network and actual traffic flows. In face of such lack of information,
it is impossible for the regulator to create and to use a good enough model of the network
that could allow him to identify the appropriate changes to reduce provisioning costs. More-
over, the changes in the network that the regulator could promote to reduce provisioning
costs depend on the demand for the transport of traffic, which in our model was considered
exogenous. Therefore, the model the regulator would have to use to study what network

changes should occur would have to be more complex than the one we present in this paper.

Third, and assuming that the regulator could identify these changes, he would have to
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devise ways to intervene in the market to change the behavior of ISP, which could include
designing the proper incentive mechanisms to induce ISPs to route traffic flows and/or to
interconnect differently. However, the process of incentive design and implementation takes
a significant amount of time and it could be likely that the regulator’s policies would end up
being applied to an already different state of the world, which could render them useless, if
not harmful. Forth, the regulator should take into account that ISPs will certainly behave
differently once they factor in the fact that the regulator will act upon the market to mit-
igate welfare losses. That is, again, the model that the regulator should use to predict the
behavior of ISPs would have to be more complex than the model we presented in this paper,

which does not account for the role of a regulator.

Finally, consider the case of international networks, for which no regulator holds overall
jurisdiction. Networks that span different countries operate under the regulatory regime
defined by different regulators who would then have to cooperate to reduce overall costs,
which is a task that might become quite hard to implement. Moreover, different regulators
might have different incentives and each of them might behave selfishly to meet his goals,
which might not be aligned with the overarching goal of reducing overall provisioning costs.
Taking into account all the issues listed above, it is reasonable to say that it is extremely
difficult for the regulator to act upon the market inefficiency identified in this paper. It is
therefore fair to acknowledge that it might be better to allow the market to operate, which
will result in a good yet possibly not optimal allocation of bandwidth and of interconnection

agreements.
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V. CONCLUSIONS

This paper addresses the issue of economic inefficiencies in terms of provisioning costs
for communication networks. A number of ISPs, assumed to behave rationally, engage in
a non-cooperative game to build their networks and to establish transit and peering agree-
ments to interconnect and thus meet an exogenous fixed level of deterministic demand for
the transport of IP traffic between a number of cities. Each ISP maximizes its own profit,
which is given by the difference between the profits from selling and buying transit and
provisioning costs. The network that results from this interaction, which we call network
at Nash equilibrium, is, by definition, no less expensive to provision than the network that
ISPs would provision to meet the same level of exogenous demand if they were to cooperate
to reduce overall provisioning costs. The latter network, we call the optimal network. We
call welfare loss the ratio of provisioning costs between the network at Nash equilibrium and
the optimal network. In this paper, we are interested in determining to what extent the
market is a sufficient mechanism to cope with the selfishness of each and every provider in

the network and to reduce both the welfare loss and provisioning costs to a minimum.

A model for interconnected networks based on the traditional models of multi-commodity
flows is provided to study this question. We have discussed how a lower and tight bound for
the price of anarchy, which in the context of our model is an upper bound on the welfare loss,
changes with the level of economies of scale in the price of bandwidth. This lower bound
is low when the level of economies of scale is either very significant and very insignificant.
When economies of scale are significant, ISPs seize the benefits from aggregating traffic and
anarchy is low. When economies of scale are not so significant, the cheapest network of net-

works is not much better than the network that results from the non-cooperative interaction
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among [SPs, because there are no immediate benefits from aggregating traffic to realize, and,
again, anarchy is low. The current level of economies of scale in the market for bandwidth

yields a lower bound for the price of anarchy of 25%.

In addition, we have discussed how welfare loss relates to the type of interconnection
agreement. Peering agreements reflect directly true provisioning costs and therefore no major
welfare loss arises from this type of interconnection agreement. Transit agreements exhibit a
different level of economies of scale due to a service charge collected by the transit seller. This
service charge is mainly determined by market conditions and does not reflect directly the
true costs to transport traffic. This distortion between prices and costs results in economic
welfare losses. In sum, transit agreements result in welfare loss while peering agreements per
se do not. However, at the same time, transit agreements are welfare enhancing, in the sense
that they help reduce overall provisioning costs, because they allow for better aggregating
traffic destined to the same places in the network even when in their presence it is possible for
ISPs acting selfishly not to realize all the provisioning cost reductions which transit makes

possible.

In our model, transit prices are fixed and exogenously given and therefore we can think
of ISPs as (transit) price takers. For a particular instance of these prices, the network at
Nash equilibrium is at least as expensive as the optimal network. We then ask if these
prices can be adjusted so that the former network seems more like the latter network and
thus provisioning costs for the Nash network decline. We have shown that by example that
there are situations in which there exists a Nash network that is more expensive to provision

than the optimal network even when transit prices may vary. This means that the market
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is inefficient, because even when ISPs can choose transit prices they can end up in a Nash
network that costs more than the optimal network. Still, we must keep in mind that the
Nash network is not unique and the fact that there exist a Nash network that is more ex-
pensive than the optimal network does not prevent other Nash networks from being no more

expensive to provision than the optimal network.

Nevertheless, this market failure indicates that there is scope for a regulator to intervene
to help mitigate the sources of welfare loss. However, we also discuss a number of difficulties
that the regulator would have to face for it to act properly upon the market. Some of these
difficulties are as follows: i) these inefficient outcomes may occur seldom, in which case it
would be unwise for the regulator to focus on them; ii) there is lack of information about
actual traffic flows, which might prevent the regulator from identifying properly the sources
of welfare loss; iii) the regulator would have to act, in a timely fashion, but designing and
implementing the appropriate incentive mechanisms is a time consuming process; iv) the
regulator would have to take into account that ISPs would behave differently if they knew
that the regulator were to intervene; v) if we are looking at international networks we have
to take into account that such networks are under the jurisdiction of several regulators who
then would have to cooperate to reduce overall provisioning costs. In the face of all these
issues, it is fair to say that it might be better to let the market work to provide us with a
good allocation of bandwidth and interconnection agreements, yet possibly not the optimal

one.
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