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Software Defaults as De Facto Regulation: The Case of Wireless APs

Abstract

Today's internet presumes that individuals use software to make their
own decisions to regulate spam, security, indecent content, and privacy. This
emphasis assumes that individuals are both interested in and capable of setting
tilters, settings, and preferences. This assumption is worrying -- common sense
and empirical evidence state that not everyone is so interested or so skilled.
When regulatory decisions are left to individuals, for the unskilled the default
settings are the law. Using evidence from the deployment of wireless routers,
this study finds that defaults act as de facto regulation for the poor and poorly
educated.

Many have argued that software is a powerful form of regulation (e.g.,
Lessig, 2000) and that defaults in software regulate behavior, but empirical
studies have been scarce. To empirically address the question of how significant
default settings are in shaping behavior, this paper presents a large sample
behavioral study of how people modify their 802.11 (“Wi-Fi”) wireless routers
from two distinct sources. The first is a secondary analysis of WifiMaps.com, one
of the largest online databases of wireless router information collected over four
years (containing 400,000 routers). The second is an original wireless survey of
portions of three census tracts in Chicago, selected as a diversity sample for
contrast in education and income (containing 1,996 routers). We constructed lists
of known default settings for specific brands and models, then identified those
routers in the data using manufacturer-specific information that they transmit.

In short, we find that the default settings for wireless routers are
powerful. Media reports and instruction manuals have increasingly urged users
to change defaults -- especially passwords, network names, and encryption
settings. Despite this, only half of all users change any defaults at all on the most
popular brand of router. Moreover, we find that when a manufacturer sets a
default setting this produces 96-99% compliance, while 28-57% of users acted to
change these same defaults when exhorted to do so. There is also a suggestion
that those living in areas with lower incomes and levels of education are less
likely to change defaults, although these data are not conclusive. It is not
surprising that default settings shape behavior, but this study provides empirical
evidence of how rarely people actually change default settings, even in the face
of widespread advice to do so. That is, the authority of software trumps that of
advice. Consequently, policymakers must acknowledge and address the power
of software to act as de facto regulation — this begs for the consideration of
defaults in discussions about “individual choice.”
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effect of street layout on signal propagation, all three selected tracts had to have a grid
pattern of streets. In short, although we are again using unobtrusive observations in a
naturalistic setting, in this portion of the study we tried to control for the most obvious
confounds that might compromise the wifimaps.com data. To obtain original data, the
same researchers visited the census tract in each area with standardized equipment and
drove on every street within an area of approximately .5 km? in each tract.

Let us very briefly introduce the three sample neighborhoods at this point. The
tirst tract, Humboldt Park, is one of Chicago’s poorest—in the 6th percentile of median
household income citywide. Humboldt Park is known for its large Latino and Black
populations, and the tract we observed has been identified by the police as one of the
highest-priority problem areas in the city for violent crime. The second tract, West
Ridge, is very ethnically and racially diverse: home to an established immigrant
community of South Asians, an enclave of Orthodox Jews, and others. Median per
capita income of the tract is in the 35th percentile, and the area is known for ethnic
restaurants and as a shopping destination. Third, the Lake View neighborhood is in the
97th percentile of median household income in Chicago, and this is the community area
where the largest percentage of the young, male population works in I.T.-related
occupations, according to the 2000 US Census.

We compared default-changing behavior for Linksys routers, the most popular
manufacturer of routers observed in all neighborhoods. The means and standard
deviations for each neighborhood are reported in Table 5, an analysis of variance

(ANOVA) revealed a significant difference, F(2, 40) = 7.82, p <.001. As the group sizes
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varied significantly, Welch’s variance-weighted ANOVA was also conducted, but did
not produce any distinguishable difference. Bonferroni posthoc tests revealed that the
difference between Lake View and West Ridge was significant. No other posthoc

contrasts were significant.

Table 5. Defaults Changed in Linksys Routers in Three Chicago Neighborhoods

per-capita % with H.S. % white observed defaults

income diploma APs changed?

Humboldt Park $ 9060 56.1 1.0 16 1.4 (.62)
West Ridge 17573 80.6 64.6 137 1.5 (.80)°
Lake View 54280 94.8 85.5 560 1.8 (.83)°
overall 713 1.7 (.83)

Note. Demographics from US Census 2000, network measurements from 2004.
“Mean (S.D.) on a range from 0-3.

b Only groups with this superscript were statistically different by Bonferroni posthoc
comparison (p <.001) to the ANOVA results reported in the text.

In this analysis, our measure of skill is the percentage of residents in the tract
who have obtained a high-school diploma, and our measure of wealth is the per-capita
income reported to the US Census in 2000. The design of this study does not allow us to
distinguish between the effect of income and education (normally collinear in any case)
but it does allow us to note with a small sample (N = 713 Linksys routers) that the
poorer neighborhoods with less education and a higher minority population changed
fewer defaults. The difference between these neighborhoods is small but significant for

West Ridge, and it bears out the same relationship to skill using a very different

measure than the wifimaps.com data.
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Limitations of This Study

There are several limitations with this analysis. First, the first few analyses were
secondary studies of data from WiFiMaps.com. These data were not collected with any
recognizable sampling plan, and we believe there are significant biases in the resulting
sample. For example, the mappers tend to oversample interstate highways, high traffic
roads, and metropolitan areas. More significantly, this dataset is only likely to include
data from areas where the kind of person who likes to do amateur wireless mapping is
likely to drive. As wireless mapping itself is an expensive hobby (requiring a laptop or
at least a handheld computer and significant computing expertise), this means that
wifimaps.com data will dramatically underrepresent poorer neighborhoods. We
believe these biases do not affect the analyses we conducted on wifimaps.com data, but
we can never fully characterize this unusual source of data. Second, our study of
neighborhoods measures not the income, education, or race of the purchasers of the
routers, but the mean values for the census tract where they live. Census tracts are
large areas and in this study each tract ranged in population from 4125 to 8945
residents. A mean across this range is likely a very crude measure of the same value for
our 713 wireless AP users.

All of the statistical analyses presented for the wifimaps.com data are then
problematic because these analyses assume random sampling that did not exist. In
addition, our need to understand the categorical distinctions endemic to default settings

limits the statistical methods available to us to nonparametric tests like the chi-square.
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The very large dataset then makes any difference likely to be statistically significant, but
its substantive meaning may be affected by the collection biases just mentioned. We
have tried to address these problems by including our own smaller, original data
collection. However the nature of our object of study — wireless routers —hopelessly
confounds wireless diffusion and default settings in our three-neighborhood study.
That is, users in areas where there is more Wi-Fi are more likely to need to change
default settings like encryption, network name, and channel as there are more Wi-Fi
users near them who threaten their privacy, can interfere with them on the same
channel, or are likely to misidentify someone else’s network as their own. Since we are
interested in income and education and these are primary determinants of who buys
wireless routers (note the few APs found in Humboldt Park, for instance), it is not
possible to eliminate this confound in the design of this study. Additionally, we cannot
make claims about income as distinct from education or race (or any other
neighborhood characteristic) because our naturalistic setting can not isolate these
variables.

Finally, we attempted to analyze the relationship between income and
education in the wifimaps.com data using techniques similar to our own study of three
neighborhoods in Chicago, but we could find no relationship -- we attribute this to the
sampling bias of the wifimaps.com data and its underrepresentation of low-income

areas.
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Implications: The False Choice of User Self-Determination

Our results show that default settings play a powerful role in how people use
technology. People are hesitant to change the manufacturer’s default settings and defer
to them. While this argument is well-known to scholars in this area, this study found
empirical evidence to quantify this effect using multiple measures from two very
different sources of data (one of them very large). Specifically, we found that when a
manufacturer sets a default setting this produces 96-99% compliance, while only 28-57%
of users acted to change these same defaults when exhorted to do so by the media,
instruction manuals, and online help. About half of the users of the most popular
product changed no defaults at all, and there was a small positive association between
changing one default setting and changing another, even though the qualitative nature
of the default settings considered were quite different. There is also a suggestion that
those living in areas with lower incomes, lower levels of education, and higher minority
populations are less likely to change defaults, although these data are not conclusive
due to the limitations of our design and further research on this final point is needed.
Finally, all data in this study was gathered unobtrusively, with no overt interaction
between participants and researchers, allowing triangulation with other studies
employing more traditional survey and experimental methods.

Our results also cast doubt on whether education or public awareness campaigns
directed to the general population can ever encourage users to behave differently if
manufacturers and technology designers do not act to assist them in doing so. After all,

consumers have been pushed to change wireless AP default settings by manufacturers,
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government, and the media. Nevertheless, the majority of consumers did not do
anything. Moreover, even some of those with superior technical skills and knowledge
still deferred to default settings against widespread advice.

The results here lead us to sharply question the conventional policy approach
found in issues of Internet policy and technology regulation generally. In these debates,
the relevant decision is often framed as a decision between government action and
inaction; regulation or forbearance. In answering the question “Should government
act?” regulators assume that answering “no” (inaction) can be equated with individual
freedom or choice. For example, content regulation strategies like the Platform for
Internet Content Selection (PICS) were originally endorsed by regulators because they
were to give users the freedom to make their own choices. This forbearance is always
attractive when a decision must be made about something where there is little
consensus and strong feelings —as for example the control of indecent Internet content.
The empirical data show, however, that leaving a choice to individuals is really leaving
the choice to manufacturers and technology designers.

In terms of law and policy, this has important normative and practical

implications. First, it implies that many situations described by the words

ar ar

“deregulation,” “unregulation,” “no regulation,” and “regulatory forbearance” are
often instances were decisions have really been left to industrial best practices and
software designers that choose defaults — often, it seems, with little deliberation. Users
are given the illusion of choice, but are unlikely to have the time, awareness, or skill

necessary to actually choose. This means that the terms “co-regulation” and “self-

24



DEFAULTS AS DE FACTO REGULATION

regulation,” that usually apply to regulatory schemes where industrial actors are
dominant are actually much more prevalent than they appear to be.

Second, once the power of default settings determined by manufacturers is
recognized, the policy solution becomes clear. Default settings must become the object
of legal attention and policy deliberation. This has happened to some degree in debates
about “opt-in” vs. “opt-out” privacy protection schemes, but this thinking needs to be
broadly applied to any arena where a choice is being deferred to individuals. Itis true
this shift of focus may be unpopular for policymakers —forbearance allows
policymakers to avoid making a decision about controversial topics, while the
regulation of defaults demands a decision even if that decision is not mandatory for all
users (though in practice, we have seen that some defaults are effectively mandatory).

The broadest point to be taken from this research is to remind us that individual
self-determination has limitations. In all cases people have limited resources and
interest in configuring technologies. Consequently, policymakers need to push and
prod developers to set default settings that comport with established societal concerns.
After all, developers do understand that defaults matter. In a 2005 decision, Microsoft
opted to change a default setting in the latest version of its operating system so that a
tirewall is now turned on by default (in Windows XP Service Pack 2) greatly increasing
the number of users who have a firewall and increasing the security of all computers.

This consideration of defaults is immediately relevant to a variety of pressing
public policy issues. For example, default settings about Web browser cookies and

RFID chips will determine what personal information is shared by users and what is
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private. Similarly, default settings for filtering technology from Web browser content
ratings to television’s V-Chip surely play a significant role in the overall flow of
communications. This is another case where policymakers should recant individual
self-determination as the appropriate policy approach and focus instead on default
settings provided by manufacturers, or deference to individual freedom is really
deference to software designers. Accessibility of communication to the disabled also
frequently succeeds or fails because of default settings in the software that produces the
communication—as the accessibility of Web pages is determined by the default settings
in the Web authoring software that encourage or discourage authors to design
communications in an accessible way.

In sum, the authority of software trumps that of advice. In order to construct any
effective regulatory regime involving both self-determination and software settings,
consideration of defaults set by manufacturers is empirically more important than the

goal of simply facilitating user choice.
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Notes

' See: http://www.channel3000.com/technology/2613265/detail html

* Admittedly, there are even more effective security and encryption settings that advanced users can take that do not
involve WEP or its successor, WPA. For example, very advanced users may not bother with WEP (or WPA)
because they are seen as relatively weak. Instead, they may opt to encrypt all traffic using a virtual private network.
This strategy is not detected in our data, but we believe it to be rare.

? This is a very rough estimate based on press releases. E.g., see
http://www.broadcom.com/press/release.php?id=725298 Chipsets includes both access points and Wi-Fi cards.

4 “Community Area” is a historically useful geographical unit consisting of several census tracts. Community Areas
are specific to Chicago.
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