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ABSTRACT 

We live in a wor ld of incr easingly universal connectivity.  Yet our  legal system 
implicit ly assumes that people are isolated from one another .  The law tr eats 

tracking or  recording of individual activities as the exception, rather  than the rule.  
In fields ranging from patents to secur ities r egulation, legal rules either  function as 

substitutes for  an imagined paucity of infor mation, or  they seek to regulate 
information exchanges ar tificially.   

The coming profusion of sensors wi ll change the envir onment in which well-
established legal presumptions were developed.  Bi llions of wir eless RFI D tags wil l 

soon be deployed for  r etai l, supply chain, logistics, tr anspor tation, homeland 
secur ity, and other  applications.  Mi llions of camera-enabled mobile phones and 

networked webcams are alr eady in use throughout the wor ld.  Global positioning 
system location-sensing capabilities wil l be built into a growing range of 

equipment.  And incr easingly intelligent handheld digital devices wi ll tur n every 
individual into a networked infor mation gather ing and dissemination point.  

This ar ticle explor es the significant legal questions such per vasive sensors raise.  
Many ar eas of the law are based on shar ed pr esumptions that cer tain activities are 

not usually tr acked or  r ecorded.  What happens when contemporaneous sensor  
data is widely avai lable? 

These ar e not simply Òpr ivacyÓ issues;  the very notion of pr ivacy implies that 
some things can be kept secr et.  In a wor ld wher e any interaction is as likely to be 

captured as not, some legal structur es designed to protect of pr ivacy or  r equir e 
disclosur e wil l become even more impor tant, whi le others will become obsolete.  

Instead of focusing on futi le effor ts to ban or  restr ict cer tain technologies, 
legislatur es and judges should star t accepting pervasive connected computing as a 

given, and craft new legal rules ar ound that r eality. 
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I NTRODUCTI ON 

ÒI  am afraid my inquir y has been imper tinent, but I   
had not supposed any secr ecy intendedÉ .Ó1 

 

Jane AustenÕs classic comedy of manners, Sense and Sensibili ty,2 follows two 

provincial English sisters along their rocky paths to marital bliss.  Much of the 
tension in the story involves breakdowns in sharing information.  Is Marianne 

Dashwood really engaged to the dashing Wi lloughby, as everyone suspects?  Is her  
sister Elinor in love with Colonel Brandon, as her chaperone thinks she overhears?  Is 

ElinorÕs true love Edward Ferrars committed to her , or to the gir l who claims to be 
his secret fiancŽe?  No one is certain.   

At the turn of the 19th century, when word of mouth and written correspondence 
were the only reliable means of communication, such questions could easily remain 

mysterious.  The wor ld is different today.  What was once private and personal is 
increasingly public knowledge.  Over  the past two centuries, new technologies have 

dramatically broadened the scope and accuracy of information about individuals and 
their actions. The coming years wil l witness an even greater explosion of personal  

tracking, recording, and monitoring.  These developments wil l produce significant  
changes in social interactions, and wil l pose novel challenges for the law.   

Imagine that virtually every person you encountered Ð on the street, in a subway 
car, in a restaurant, at a store, even in a public restroom Ð carried around a 

networked video camera that could instant ly and surreptitiously capture images of 
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1 JANE AUSTEN, SENSE AND SENSIBILITY 116 (1811). 

2 Id. 
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your activities.  Now, imagine that everything from the clothing you wear to the roads 

you drive on could be embedded with invisible ÒtagsÓ that could relay detai led 
information on your every move.  Imagine further that everyone carried with them a 

device that tracked their location, and that information was immediately integrated 
with comprehensive satelli te, aerial and ground maps and photographs to generate 

multi-layered location-based databases.  Now, stop imagining.  All of these 
developments are either already here, or likely to happen within the next five to ten 

years.3  The sensors are coming.4  

As a pervasive and multi-faceted global web of imaging and tracking devices 

develops, individuals wil l need to rethink their expectations about li fe and society.  
Equally important, law wil l need to change.  Deep in many legal rules across a wide 

range of subjects is an assumption of reliance on isolated, fallible human senses and 
memory. Many legal rules limit disclosure of information.  Others require it.  Others 

seek to fi ll in gaps when reliable information is unlikely to be available.  All such 
mandates are subject to stress as information becomes increasingly pervasive and 

inter-connected.  As assumptions are undermined, pressure on the legal constructs 
they support wi ll bui ld.  

The label of ÒprivacyÓ does not do justice to these developments.  Networked 
cameras and sensors wil l impact many areas of the law, such as patents and securities 

regulation, that have litt le to do with privacy.  Moreover, privacy generally implies 
two factors which are no longer present in a wor ld of pervasive sensors: conscious 

surveil lance, and a discrete group performing that surveil lance. 

The archetypal image of a wor ld of persistent surveillance is the oppressive Big 

Brother of George OrwellÕs 1984.5  Big Brother, and more benign yet sti l l unsettling 
corporate actors slicing and dicing detai led digital profi les of individuals, are external 

actors using information to exercise power over  individuals. Yet in a wor ld of 
pervasive sensors, invasion of privacy is a consequence, rather than a goal.  The 

cameras and other devices gather most of their information indiscriminately, instead 
of being targeted at individuals.      

Moreover, in an increasing number of cases, we are not only the watched, but 
also the watchers.  The greatest sources of information, photographs, video and audio 

recordings, and other data about what people do and where they do it wi ll not be 
active survei llance by governments or private corporations, although both wi ll 

continue to collect a great deal of such information.  The cumulative effect of 

                                                             
3 See WILLIAM J. MITCHELL, ME++: THE CYBORG SELF AND THE NETWORKED CITY 24-31 (2003). 

4 See generally Paul Saffo, Sensors:  The Next Wave of Infotech Innovation, avail able at  
http:/ / www.saffo.com/ essays/ sensors.php (describing cheap sensors as the key technology 
innovation of the next two decades). 

5 GEORGE ORWELL, 1984. 
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inadvertent or personal survei llance and recording by billions of individuals wil l 

dwarf such effor ts.  With the proliferation of camera-enabled mobile phones, 
networked sensors, location tracking, and tools for publishing and aggregating 

information easi ly, what is emerging is an environment of universal surveil lance.  
Legal constructs rooted in the assumption of limited information disclosure wil l 

become increasingly anachronistic. 

The next few years, as pervasive sensors fi lter out into the world, are the time to 

consider their implications on the law.  Legislatures are already adopting the knee-
jerk reaction of banning or  limited technologies to preserve existing legal constraints, 

a strategy bound to fai l in most cases.  Instead, what is needed is a careful assessment 
of how law wil l come under  pressure, and how it  may need to change. 

I . SENSORS EVERYW H ERE 

ÒHow!Ó cr ied Elinor , Òhave you been r epeating to me what you  

only lear nt yourself by listening at the door?Ó6 

 

Widespread deployment of networked sensors is inevitable, because it rests on 
several powerful technological trends that are unlikely to be reversed. The four  

primary elements of the pervasive survei llance web are cameras, wireless sensor  
networks, networked devices incorporating location data, and tools for information 

sharing and aggregation. 

A. Candid Cameras 

1. WeÕr e Watching You 

Urban areas are becoming forests of surveillance cameras.  To fight crime or  

terrorism, many cities have deployed closed circuit television (CCTV) cameras in 
public places.7  The process is furthest along in England.  I t is estimated that 

authorities have installed as many as 4.2 million CCTV cameras in the United 

                                                             
6 AUSTEN at 187. 

7 See Clive Norris et  al, Edit or ial:  The Growth of CCTV: A Global Perspectiv e on the 
International Dif fusion of Video Surveillance in  Publicly Accessible Space, 2 SURVEILLANCE & SOC. 
110 (2004); Max Guirguis, Electronic Visual Surveil lance and the Reasonable Expectat ion of  
Pr ivacy, 9 J. TECH L. & POLÕY 143 (2004); Christopher Slobogin, Camera Sur veil lance of Public 
Places and the Right to Anonymit y, 72 MISS. L.J. 213 (2002). 
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Kingdom.8  The average London resident is photographed an estimated 300 times 

per day.9  Survei llance cameras have captured images of high-profi le criminals such 
as two ten-year-old boys who brutally murdered a toddler, and the four men involved 

in unsuccessful terrorist bombing attempts in July 2005, and surveys suggest most 
Britons support their use.10  Surveillance cameras in the UK are also being used for  

functions other than their initial crime-control mission.  I n central London, 
authorities are photographing every car  entering and leaving, to ensure compliance 

with a new tax on all cars driving through the area during the day.11 

Although the US has not reached the same point as England, American cities are 

beginning to adopt CCTV cameras for the same reasons.12  The fallout from the 9/ 11 
terrorists attacks has helped produce an environment more politically conducive to 

extensive surveil lance for crime prevention and homeland security, as well as 
generating new funding sources to implement such plans. There are significant CCTV 

surveil lance initiatives underway or in place in Washington DC, Chicago, and New 
York, as well as many other major cities.13 Major highways on the East and West 

Coast of the US have also implemented RFI D-based automated toll collection 
systems, which, though not designed primari ly for survei llance, create a digital  

record of driversÕ travels.14 

The significance of these direct surveil lance activities is not just that locations are 

being watched, but that once identified in those locations, people can be linked to 

                                                             
8 Mike McCahill & Clive Norris, Estim ating the Extent, Sophistication and Legalit y of CCTV in  

London, in  CCTV (2003). 

9 CLIVE NORRIS & GARY ARMSTRONG, THE MAXIMUM SURVEILLANCE SOCIETY: THE RISE OF CCTV 
(1999). 

10 See Ellen Hale, Many Br it ons Smil e on Spr ead of Candid Cameras, USA TODAY, Sept. 26, 
2001, at 9A. Photographs of the perpetrators of the more deadly London bombings on July 7, 2005 
have not been disseminated, perhaps because those involved were kil led as part of the attacks. I t  
bears noting that in these and other cases, the security cameras helped bring the perpetrators to 
justice, but did not prevent the crimes from being committed in the first place. 

11 See Mark Rice-Oxley, Every Br it ish Road May Soon Have I ts Pr ice Per  Mil e, CHRISTIAN 

SCIENCE MONITOR, June 9, 2005; Ben King, Big Brother  is Watching Your  Car  or  Lor ry, FINANCIAL 

TIMES, July 13, 2005. 

12 See Linda Shrieves, On Camera: The Case of a Mother  Beat ing Her  Chil d Raises Questions 
About Surveil lance Videos, ORLANDO SENTINEL, Sept. 28, 2002, at E1. 

13 See Stephen Kinzer, Chicago Moving to ÒSmar tÓ Surveil lance Camer as, N.Y. TIMES, Sept. 21, 
2004. In an intriguing combination of surveillance and wireless networking, New Orleans is using a 
ÒmeshÓ of wireless broadband access points to transmit images from security cameras.  See Jim 
Rendon, Cit yÕs Mesh Network Nets Cr im inals, SEARCHNETWORKING.COM, Nov. 5, 2004. The city 
claims the murder rate fell 57% in six months in the neighborhood hosting the pilot project.  See id. 

14 Daniel B. Wood, Radio ID Tags Prolif erate, Stir r ing Pr iv acy Debate, CHRISTIAN SCIENCE 

MONITOR, Dec. 15, 2004 at 3. 
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r ich databases of personal information. Governments collect vast quantities of 

information for both administrative and public safety purposes. Thanks to the 
computer  and I nternet revolutions, all of this information can increasingly be 

combined, producing what privacy scholar Daniel Solove calls Òdigital dossiersÓ on 
every person.15  There has been signi ficant coverage of the extensive information-

gathering and sharing permitted under  the USA-PATRIOT Act, and proposed 
Defense Department programs such as Total I nformation Awareness (TIA), which 

would have correlated personal information from pr ivate and government databases 
to identify potential terrorists. Even though TIA was cancelled after  public outcry, 

similar efforts are sure to proceed on a smaller scale.16  

2. The Cameraphone Explosion 

As str iking as the spread of surveil lance cameras and digital information 
gathering by government officials may be, it pales in comparison to the survei llance 

power now in the hands of individuals.  The leading edge of this distr ibuted 
surveil lance is the camera-enabled mobile phone, or Òcameraphone.Ó 

There are now approximately 1.5 bi llion mobile phone users worldwide, a 
number projected to exceed 2.6 bi llion by 2009.17  The total number of mobi le phone 

connections passed landlines in 2004, and has continued to grow.18 Over the past few 
years, the mobile phone has begun to converge with the camera. A digital camera is, 

in a technical sense, a sensor.  I t captures information about the surrounding wor ld 
in digital form.  Cameraphones are therefore sensors hooked into end-user devices.  

And they are spreading like wildfire. 

The first camera-enabled mobi le phones came on the market in approximately 

2002.  I n 2004, an estimated 169 mi llion cameraphones were sold worldwide.19  
Analysts predict that number to grow in the years ahead, reaching 900 mi llion 

                                                             
15 DANIEL SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY IN THE INFORMATION AGE 

(2004). 

16 See Jeffrey Rosen, Rober ts v. the Futur e, N.Y. TIMES MAG., Aug. 28, 2005 (describing a 
hypothetical Òthreat indexÓ system for visual surveillance of suspected terrorists). 

17 Bruce Myerson, Cell Phone Sales to Reach 779M This Year , ASSOCIATED PRESS, July 20, 2005.  
In some countries, such as Sweden, there are now more mobi le phones in use than people, because 
many users have more than one phone. See More Cell Phones than People in  Sweden, AGENCE 

FRANCE PRESS, July 5, 2004. 

18 See ÒBattling for the Palm of Your Hand - Mobile Phones,Ó THE ECONOMIST, 71 (May 1, 
2004.). 

19 See Andy Reinhardt, The Camer a Phone Revolution, BUSINESS WEEK, Apr. 12, 2004, at 52; 
NokiaÕs Ollil a Says Global Mobil e-Phone Users Reach 1.7 Bi ll ion, BLOOMBERG NEWS, November 3, 
2004 (estimating sales of 200 mill ion cameraphones in 2004). 
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cameraphones annually by 2009.20  More cameras were sold last year in mobile 

phones than digital and fi lm cameras combined.21  Cameras are becoming a default  
feature of mobile phones, something users donÕt even have to think about looking for.  

Already, in South Korea, 99% of mobi le users have cameras.22 Considering that 
mobile phone users replace their handset every few years, it is only a matter of time 

before virtually all mobi le phones include cameras.   

As they spread, cameraphones are becoming more capable.  The electronics 

involved in shooting video are largely the same as those required for digital sti ll  
photos.  Many cameraphones already take video, and that will be a standard feature 

in the future, as storage and network connectivity improve.  The first generation of 
cameraphones offered low resolution and poor  picture quality, but that is also 

changing.  Many current cameraphones exceed one megapixel in resolution, 
comparable to low-end digital cameras, and some on sale in Asia offer resolutions as 

high as five megapixels.  They also increasingly come with flashes, zoom lenses, and 
other  features typically found in stand-alone cameras. 

A cameraphone is more than just a camera that happens to be embedded in a 
phone.  First, it is a personal device.  People already carry their mobi le phones 

everywhere with them, in purses, on belts, or in pockets.  Even small digital cameras 
are usually taken somewhere through a conscious decision.  Moreover, and even 

more important, cameraphones are inherent ly networked.  A fi lm camera generates a 
roll of fi lm that must be physically removed from the camera, and sent away for  

developing, just to see what images it has recorded. A digital camera displays photos 
on a view screen as they are taken, and those photos can be transferred direct ly to a 

PC or photo printer, but that process is sti ll  cumbersome.   

A cameraphone, by contrast, includes all the capabi l ities needed to not only take 

photographs, but distr ibute them as well.  Most cameraphones include messaging 
software, allowing photos to be instant ly sent to other users, or to websites where 

they are immediately available for viewing by any I nternet user wor ldwide.  

                                                             
20 See InfoTrends/ CAP Ventures Releases Worldwide Mobile Imaging Study Results, 

BusinessWire, Jan. 10, 2005; Dinesh C. Sharma, Study: Pr etty Pictur e for  Camer a Phone Sales, 
CNET NEWS.COM, March 11, 2004 avail able at http:/ / news.com.com/ 2100-1041_3-5172377.html. 

21 Camera Phone Sales to Outstr ip Fil m, Dig it al, PHONECONTENT.COM, Aug. 14, 2003, avail able 
at http:/ / www.phonecontent.com/ bm/ news/gnews/camera.shtml (comparing cameraphone sales 
to fi lm and digital cameras). 

22 See Kim Tae-Gyu, Camera Phones to Get 99% of Local Mar ket in  2005, KOREA TIMES, Nov. 
22, 2004. 
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3. Cameraphone Usage Patter ns 

People use cameraphones for purposes beyond those where they would ordinarily 
use a stand-alone camera, such as snapping a photo of a refrigerator to remember 

later at the grocery store what they have at home,23 or photographing meals as part of 
a diet program.24  Researchers are just beginning to study usage patterns for  

cameraphones.  Much of the avai lable research today focuses on Japan and other  
Asian countries, where cameraphone deployment is well ahead of the US and Europe, 

and where a high percentage of people live together in large cities.  Researchers 
Daisuke Okabe and Mizuko I to found that cameraphone users often employ the 

devices for ad hoc diaries of their li fe.25  They take pictures to jog their memories 
later, or any time something str ikes their fancy, rather than think about composing a 

shot or  pulling out the camera on special occasions. 

The increasing popularity of cameraphones is also becoming evident during 

major news events.  No matter how well journalists cover a breaking story, the first  
people on the scene are often bystanders.  In the past, those bystanders may have 

been interviewed as sources for news reports, but they themselves could not generate 
live reports or images.  Now, they are likely to have cameraphones in their pocket, 

turning them into personal networked image recorders. When fi lmmaker Theo Van 
Gogh was stabbed to death in Amsterdam by an Islamic militant, the first person on 

the scene happened to be a bystander with a cameraphone.26  He snapped a photo of 
Van GoghÕs corpse with knives protruding from it.  By the time professional 

journalists arrived, the police had covered the body.  Major papers in Holland and 
throughout the wor ld therefore used the photo as the iconic image of the event.27   

Similar ly, when terrorists bombed subways and buses in London in June 2005, 
many Londoners trapped in the subway tube used their cameraphones to take 

pictures of panicked crowds and smoke-fi l led tunnels.  These photos were quickly 
picked up by national and international news organizations.28  The BBC solicits its 

viewers to send in cameraphone photos of breaking news, and other news 
organizations are beginning to follow suit. 

                                                             
23 See Nathan Huntsinger, Camera Phone Storms in to Everyday Lif e, DALLAS MORNING NEWS, 

Nov. 20, 2004. 

24 See Rob Pegoraro, The Camera Phone Diet, WASH. POST, June 7, 2005, at F1. 

25 MIZUKO ITO & DAISUKE OKABE, EDS., PERSONAL, PORTABLE, PEDESTRIAN: MOBILE PHONES IN 

JAPANESE LIFE (MIT Press 2005); Daisuke Okabe, Emer gent Social Pract ices, Sit uations and 
Relations Thr ough Everyday Camera Phone Use (2004). 

26 Handsets Incr easin gly Used to Snap the News, REUTERS, Nov. 4, 2004. 

27 Trends & Innovat ions, INVESTOR'S BUS. DAILY, Nov. 5, 2004, at A2. 

28 Louise Story, Wit nesses Post Instant Photos on the Web to Captur e Dr ama, N.Y. TIMES, 
JULY 8, 2005 
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Cameraphones are also being used for less serious purposes.  A popular activity 

with some mobile phone text messaging services, such as UPOC, is to report sightings 
of celebrities to other subscribers. Add a cameraphone, and everyone becomes a 

potential member of the paparazzi, snapping the rich and famous whenever they 
happen to venture into a public place.   

4. Other  distr ibuted networked cameras 

Cameraphones will be the most common form of personal video surveil lance 

devices in the emerging polyopticon, but not the only one.29  For example, there are 
already millions of I nternet-connected video ÒwebcamsÓ in operation.30  A webcam is 

a small stationary video camera tethered to an I nternet-connected PC.  Users employ 
them to record themselves, to send video-based email messages, or to engage in 

lightweight videoconferencing.  Unlike a cameraphone, a webcam generally only 
shoots the user of the attached PC, who chooses to be watched.  However, small  

wireless connected webcams are being used in many places as survei llance devices.31   

Webcams connected to broadband networks are likely to become increasingly 

common.  For example, imagine a service offering you a private, 24-hour video feed 
of your houseÕs front door, or any room within the home, piped directly to your  

mobile phone or any I nternet-connected PC.  I ndividuals who wouldnÕt want 
someone else to spy on their home might value the opportunity to ensure that 

everything is secure at their own home, whether to watch the property itself for theft, 
or, for example, to check up on chi ldcare providers.  Already, some daycare centers 

offer  ÒnannycamsÓ so that parents can observe their children live.32 

In time, cameras wi ll melt sti ll  further into invisibi li ty.  Steve Mann, a researcher  

at the University of Toronto, has been working for nearly twenty years on systems to 
automatically and transparently record everything he sees.33  He has built  several 

generations of wearable computing equipment that combines cameras, storage, and 
network connections in increasingly small packages.  In effect, Mann is a cyborg, a 

combination of human and machine.  Whatever he sees, the computer sees and 
records as well.  MannÕs most recent device is built  into an ordinary-looking pair of 

glasses.  Without careful observation, it isnÕt apparent that the glasses are effectively 

                                                             
29 This discussion excludes cameras deployed by government organizations or companies, 

including surveillance cameras and traffic monitoring cameras. 

30 Hille Koskela, Webcams, TV Shows and Mobil e Phones: Empower in g Exhibit ionism, 2 
SURVEILLANCE & SOCÕY 199 (2004). 

31 See Koskela, supra. 

32 See Nanny Cams Put a Focus on Pr ivacy, L.A. TIMES, Feb. 3, 2005, at F8. 

33 Sebastian Mallaby, Looking Back at Big Brother , WASH. POST, July 18, 2005, at A15. 
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a video camera pointed wherever Mann is looking. And of course, technology will not 

stop evolving and miniaturizing the components of this kind of set-up. 

MannÕs research work is experimental, but there is no reason to think the kinds of 

technology he employs today wonÕt be widely used at some point in the future.  Many 
people might value a persistent record of their li fe experiences, for proving their side 

of a story in any dispute, fi l ling in for faulty human memory, or capturing a news 
event they happen to come across, to name just a few possibi li ties. 

B. Sensornets and RFID 

The second major category of proliferating sensors is designed for sharing 

information not with other people, but with other machines.  Tiny sensors are being 
deployed everywhere, to perform a wide range of monitoring functions.34 And now 

these sensors are being networked together through wireless links.35   

The most prominent form of wireless sensors is RFID, which stands for radio 

frequency identification.36  An RFI D chip contains a small amount of memory and a 
wireless antenna. I n the presence of a nearby reader device, it  functions as a remote 

bar code.  Unlike conventional bar codes, RFI D need only be in close proximity to the 
reader, and they have substantially greater  information capacity.  ÒPassiveÓ RFI D 

chips need no power source of their own; the wireless signal from the reader  
i lluminates and reads them.  The price of RFI D chips has fallen as volumes have 

increased; before long, an RFI D chip wil l sell for  less than five cents.  The potential 
for tracking large numbers of objects cheaply in real-time has generated an upsurge 

in RFI D deployment plans among leading companies wor ldwide.37 

RFI Ds are already widely used in some contexts, such as the automated tollbooth 

payment systems on highways.38  However, many industries see widespread RFID 

                                                             
34 See Saffo, supra; Heather Green, Tech Wave 2:  The Sensor  Revolution, BUS. WEEK, Aug. 25, 

2003; Sean Dodson, The Internet of Thin gs, THE GUARDIAN, Oct. 9, 2003; Mitchell, supra; Dean 
Takahashi, ÒSmar t DustÓ Sensors Monit or  Everythin g From Oil  Tankers to Bir d Habit ats, SAN 

JOSE MERCURY NEWS, Sept. 27, 2004; Olga Kharif, The Dawning Age of "Sil ver  Tech", BUS. WEEK 

ONLINE, July 7, 2004 (discussing Òsmart homeÓ sensors to help care for elderly people living alone.) 

35 See Barnaby J. Feder, Wireless Sensor  Networks Spread to New Ter r it ory, N.Y. TIMES, July 
26, 2004; Susan Kuchinskas, HP: Sensor  Networks Next Step for  RFID, INTERNETNEWS.COM, Oct. 
26, 2004; Alorie Gilbert  & Richard Shim, Buil din g a Wir eless Ner vous System, CNET NEWS.COM, 
May 12, 2004. 

36 See Rajit Gagh, The State of RFID:  Toward a Wir eless Internet of Ar tif acts, 
COMPUTERWORLD, Aug. 11, 2004.  

37 Nancy Gorhing, Tr acking and Advantage: Radio Chips a Boon Where Inventory Info is 
Power , SEATTLE TIEMS, Nov. 3, 2003. 

38 See Christopher Caldwell, A Pass on Pr iv acy, N.Y. TIMES MAG., July 17, 2005, at 13. 
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deployment providing significant benefits. Tagging shipping palettes is seen as a way 

to enhance efficiency of supply chains and logistics.39  Wal-Mart mandated that its 
top 100 suppliers begin RFI D tagging their palettes by January 1, 2005.40  The US 

State Department is looking to embed RFID chips in passports.41  Major  
pharmaceutical companies, with the blessing of the Food and Drug Administration, 

are putting RFI D chips in prescription drug bott les to combat counterfeiting and 
fraud.42 

RFI D tagging isnÕt limited to inanimate objects.  Many pets already have tags 
embedded under  their  skin to help retrieve them if they are lost or  stolen. I n some 

countries, people have volunteered to have chips embedded under their skin to 
protect against kidnapping43 or to provide easy access to exclusive dance clubs.44  

Schools in Asia are putting RFI D tags in students clothes or backpacks as a security 
measure, sometimes in combination with automatic alarms that go off if the child 

wanders too far from school grounds.45   

However, a combination of privacy concerns and operational difficulties have 

restricted RFID deployment somewhat.46  Benetton scrapped plans to embed RFID 
chips in its clothing, when consumer groups expressed concern such devices could be 

used to track movements of individual purchasers.47  RFID proponents, pushed by 
concerns from the public, regulators, and legislators, are working on mechanisms to, 

                                                             
39 Alorie Gilbert, Retail  Takes Stock of Radio Tags, CNET NEWS.COM, __ 2003. 

40 See Alorie Gilbert , Wal-Mar t Puts Big Bucks in to Trackin g Tech, CNET NEWS.COM, Nov. 7, 
2003. 

41 Roger Yu, Electronic Passpor ts Set to Thwar t For gers, USA TODAY, Aug. 9, 2005, at 8B. 

42 Gardiner Harris, Tiny Antennas to Keep Tabs on U.S. Drugs, N.Y. TIMES, Nov. 15, 2004. 

43 See Mexican Officials Get Chipped, WIRED NEWS, Jul. 13, 2004 (noting that MexicoÕs 
Attorney General and several other government officials have had chips embedded under their skin 
to allow tracing in the event of a kidnapping, and to verify identity for accessing a computerized 
crime database).  

44 Barcelona Clubbers Get Chipped, BBC NEWS, ___ 2004.  

45 See Japanese School Tr ies Out IC Tags on Kids, UNITED PRESS I NTERNATIONAL, April 6, 2005 
(describing a trial at an elementary school in Yokahama Japan); Jo Best, Schoolchil dren to be 
RFID-Chipped, SILICON.COM, July 8, 2004 (describing a program in Osaka, and one at Legoland in 
Denmark); Japanese Schools Tr acking Students by Radio, ASSOCIATED PRESS, Sept. 30, 2004. RFID 
is not the only mechanism being used to monitor children in this way.  Other location-oriented 
technologies are also being employed in schools.  See Lisa Guernsey, WhereÕs Johnny? Smar t Car d 
and Satellit es Help Keep Tr ack, N.Y. TIMES, August 3, 2005. 

46 Jonathan Weinberg, RFID and Pr ivacy (October 2004), unpublished manuscript  available 
at http:/ / ssrn.com/ abstract=611625. 

47 David Ho, Tr acking Chips -- Threat to Pr ivacy?, ATLANTA JOURNAL-CONSTITUTION, Aug. 14, 
2005 at 1F. 
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for example, automatically disable retail RFID tags when the customer leaves the 

store.  There have also been some technical di fficulties among companies in 
implementing ambitious RFI D rollouts such as Wal-MartÕs.   

Nonetheless, despite these setbacks, many efforts to deploy RFID chips continue.  
The benefits of RFI D increase as the chips themselves become cheaper.  At one dollar  

per chip, they may make sense in a few high-value applications, but costs add up 
quickly.  At five cents per chip, however, RFI D becomes attractive for a wide range of 

applications.  Price is partly a function of volume, so there is some degree of chicken 
and egg effect today.  Nonetheless, vendors are working to cut RFI D costs in order to 

meet the five-cent target. 

As with cameraphones, the str iking aspect of RFID is the sheer  number of 

sensors that wi ll likely be deployed Òin the wildÓ in the next few years.  Even without 
retail-level tagging of individual items, major  companies are looking at deploying 

millions of tags.  As prices fall and item-level tagging becomes more realistic, those 
numbers could swell to bil lions.     

Signi ficant ly, RFID isnÕt appearing in a vacuum. As one example, handset 
vendors are looking to embed RFI D readers into mobile phones.48  I f many objects 

that a consumer encounters are tagged, a mobile phone is the perfect device for  
scanning those tags and making use of the information.  One estimate suggests that 

50 percent of mobi le phones will have RFI D capability by 2009.49  Turning mobi le 
phones into RFID readers opens up possibi li ties for RFI D, like digital survei llance 

photography, to become a user-driven activity in addition to one controlled by 
companies.50   

Leading technology vendors such as IBM and HP, recognizing the development of 
the RFI D market is inevitable even if the timing and other detai ls are not, have 

committed hundreds of mil lions of dollars to research and development efforts in 
this area.51  Eventually, a world without ubiquitous RFI D wil l seem as quaint as a 

major retail environment without bar  code scanners would today. 

                                                             
48 Ben Charny, RFID Cell Phones Take Shape, CNET News.com, Oct. 25, 2004; Mary 

Branscombe, The Magic of Touch, THE GUARDIAN, July 15, 2004. 

49 Claire Swedberg, Developing RFID-Enabled Phones, RFID J., __ 2004. 

50 See Embedding RRID Tags in  Kobe, RFID IN JAPAN, Oct. 1, 2004 

51 See Barnaby J. Feder, WhatÕs in  the Box? Radio Tags Know That, and Mor e, N.Y. TIMES, 
Sept. 27, 2004. 
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C. Location, Location, Location 

The third key development involves location-based information and services.  
The vast amount of information captured by all the connected digital devices is 

valuable on its own, but even more powerful when linked to the physical wor ld.  
Knowing where a photo was taken, or where an object passed by an automated 

sensor, adds rich ÒmetadataÓ that can be employed in countless ways.  I n effect, 
location information links the physical wor ld to the virtual meta-wor ld of sensor  

data.52 

1. Location Tracking Applications 

There are several ways for a personal device to obtain location data.  One is the 
global positioning system (GPS).  GPS relies on a set of US military satelli tes that 

relay constant timing codes.53  A GPS receiver, which can be embedded in a handheld 
device, tr iangulates the signal from four or more of those satelli tes to ascertain its 

location.  As GPS chips have become cheaper and more integrated, they have become 
more common both as stand-alone equipment and as a feature within cars or  mobile 

devices.     

Location-based information tracking is getting a big boost from the Federal  

Communications Commission (FCC).  The FCC has mandated that all mobi le phones 
be capable of supporting enhanced 911 (E911) functionality for public safety 

communications.54  E911 means that, in an emergency, a user can dial Ò911Ó on his or  
her mobi le phone, and have the phoneÕs physical location within 30 square feet 

automatically relayed to the operator.  Such location information wil l assist the 911 
service provider in directing personnel such as police or firefighters to the scene. The 

caller may not even know his or her exact location, so E911 will be invaluable for  
rescue efforts.  

                                                             
52 See Mitchell, supr a; Thomas J. Fitzgerald, Car  54, Wher e Are You? The Tr acking System 

Knows, N.Y. TIMES, Oct. 30, 2003. The US military has been among the most aggressive supporters 
of systems making use of location-aware mobile devices. See, e.g., Mick Normington, GSO Fir ms 
Creating New Wir eless Device for  U.S. Mil it ary, BUS. J. OF THE GREATER TRIAD AREA, May 29, 2005 
(describing a system called TrakPoint that combines GPS and mobile wireless connections to track 
the location of individual soldiers).  

53 The military adds artificial noise to the timing codes available to civil ians to limit their 
accuracy, relative to what military users can obtain.  However, devices can use a variety of technical  
tricks to improve accuracy.  European nations are also planning their own competing GPS system, 
to reduce their dependence on the US for this capability. 

54 Revision of the CommissionÕs Rules to Ensure Compatibil ity With Enhanced 911 Emergency 
Calling Systems, Report  and Order and Further Notice of Proposed Rulemaking, 11 F.C.C.R. 18676 
(1996). 
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Technology vendors and service providers wi ll use several mechanisms to comply 

with the E911 requirement.  One option is to incorporate GPS into phone handsets.  
With a bui lt-in GPS receiver, a phone can determine and relay its location 

automatically.  A second approach uses the phoneÕs own wireless transmission signal 
to determine its location.  For example, if the phone is able to detect a signal from at 

least three cellular transmission towers, it  can tr iangulate from their (fixed) location 
to determine its own position.  Other techniques analyze other characteristics of the 

signal, such as its angle of arrival, to calculate position relative to towers.  A final  
technique being explored is to include a WiFi wireless chip within the phone, and 

determine its location relative to known WiFi access points.55  There are already 
several thousand WiFi hotspots deployed in the US. By mapping the location of those 

hotspots (most of which are in private homes and offices), companies such as 
Microsoft and Skyhook are bui lding databases that mobi le phones can tap into for  

location detection. 

Whatever the methods used, the fact that E911 is legally mandated for mobi le 

operators in the US will speed up incorporation of location detection into handsets.  
Once that capability is built in, it can be applied to many uses unrelated to public 

safety.  Already, some mobile phones and personal digital assistants use built -in GPS 
capability to allow location tagging of photos. With market forces leading to virtually 

every phone incorporating a camera, and regulatory forces leading to those same 
phones having location-detection capabi lity, vendors and service providers wil l soon 

have a critical mass of devices to justify deployment of location-based services.  
Companies are also using GPS-enabled mobile phones to track their  employees.56 

Although it is difficult to predict exact ly how location-based cameraphones wil l 
be employed, there are early indications of some possibili ties.  Identifying the 

location of a cameraphone photo, whether shared directly with other users or posted 
to a website or aggregation feed, incorporates metadata that enhances the value of 

the photo. As a simple example, it would be possible to search for all photos of a 
specific location on a web-based photo sharing service such as Flickr.  (Although such 

a search is possible today, the photos would have to be manually tagged with the 
same name in order for the search to succeed.)  Such automatic location tagging wil l 

be useful not just for information sharing applications, but for the personal li fe 
diaries that I to describes.57 

                                                             
55 See Richard Waters, Microsoft  Tr acks WiFi  for  New Mapping System, FINANCIAL TIMES, 

July 25, 2005. 

56 Michael Sciannamea, Companies Incr easingly Use GPS-Enabled Cell Phones to Track 
Employees, THEWIRELESSWEBLOG, Sept. 24, 2004. 

57 See I to & Okabe, supra note 25. 
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Another  kind of application for location-aware mobi le devices is real-time traffic 

monitoring.  A company called ALK Technologies is developing a system that would 
analyze information from mobile phones in cars to ascertain the carsÕ speed and 

location.58  Based on that data, the company could produce real-time maps of traffic 
flow throughout a metropolitan area, assuming there is a critical mass of mobi le 

phones participating.  The data could be made accessible over the Web, but it could 
also be sent back to in-car mobile phones, or eventually to wireless-connected screen-

based navigation systems that are built  into an increasing number of cars.   

The location data generated by GPS can be integrated into databases and overlaid 

with other  kinds of location-based information, creating geographic information 
systems (GIS).  GI S systems are being used for an increasingly broad array of 

applications.  These include commercial (site selection for businesses), governmental 
(environmental monitoring), and military (battlefield awareness).  Just as Òdigital 

dossiersÓ combine individual pieces of data about an individual, GI S systems 
combine data about locations to facili tate more sophisticated targeting. 

2. The Great I nter net Map Quest 

Just as location-aware mobile devices are poised to take off, some of the most 

prominent I nternet companies are launching all-0ut efforts to create incredibly r ich 
location-based services.  Google, the leading I nternet search engine (and, based on 

market capitalization, arguably the most valuable media company in the world), 
acquired Keyhole Corp. in 2004.59  Keyhole built a system for integrating together  

satelli te and aerial photographs from public and proprietary sources, allowing users 
to scroll and zoom through locations.   

Google quickly integrated the Keyhole data with a new in-house offering, Google 
Maps, which provided an interactive interface for finding locations and directions.  

Now, using either GoogleÕs Web-based search engine, a mobi le version designed for  
viewing on mobile phones, or  a stand-alone desktop software application, Google 

Earth, users can quickly correlate a vast quantity of location data and imagery.  
Microsoft, a major competitor of Google, has launched a similar  service called Virtual  

Earth.   

Meanwhi le, A9, a subsidiary of leading e-commerce retailer Amazon.com, has 

taken over 26 mi llion photographs of storefronts in cities across America, using 
special automated cameras mounted on trucks driving through the cities.60  Search 

                                                             
58 See Henry J. Holcomb, Rush Hour Õs End?, PHILA. INQUIRER, July 24, 2005, at E1. 

59 See Matt Hines, Google Buys Satellite Image Firm Keyhole, CNET NEWS.COM, Oct. 27, 2004. 
Microsoft has a comparable service, MSN Virtual Earth. 

60 See Elinor Mills, Amazon A9 Takes i t to the Str eets, CNET NEWS.COM, Aug. 15, 2005. 



Sensors and Sensibili ties Ð 8/ 05 DRAFT  Page 16  

for a particular location in the A9 search engine, and you can view a photograph of 

what that location looks like.  I f i t is a store, A9 integrates various commerce 
information.  Not to be outdone, Microsoft  is repor tedly compiling 45-degree angle 

photos of buildings in major US cities.  Google is reportedly planning to send out a 
fleet of trucks with laser distance finders, which can generate the data to create full  

3D models of bui ldings in metropolitan areas.  Needless to say, all of this will be 
integrated with the companiesÕ existing offerings.  An extended arms race seems 

likely, given that local commerce represents a huge multibillion dollar  market. 

Even more significant ly, Google provides an application programming inter face 

(API ) into its location-based service.  This allows other service providers and users to 
integrate their own data with the Google maps.  For example, one user created a 

hybrid that displayed locations of homes listed on CraigÕs List, a popular classified 
advertising website, on top of Google-generated maps.  

D. Integration and Aggregation 

1. Sensors and the blogosphere 

A final key technological development does not involve the sensor  devices 
themselves, but the technology to uti lize all the data they generate.  Millions upon 

millions of connected devices generate an astronomical volume of information.  
Sophisticated databases are needed to store, analyze, and manage all that 

information.61  And once the data are stored, crawling through and pulling out the 
right material is a tremendous technical challenge.  Fortunately, it is precisely the 

kind of challenge that leading Internet search companies, such as Google, Yahoo!, 
and Microsoft, are experts at addressing.  Supported by the maturing platform of the 

Wor ld Wide Web and fueled by competition for lucrative new market opportunities, 
these and other companies are bui lding massive engines suited for making sense of 

the raft of sensor data and imagery streaming in. 

Google, for example, modestly proclaims its goal as organizing the wor ld's 

information and making it universally accessible and useful.62  I ts market-leading 
search engine claims an index of over eight bil lion pages, and the company has 

branched out from textual Web pages to images, shopping, news, weblog postings, 
photographs, newsgroups, satelli te photos, and books, with more categories in the 

                                                             
61 See Steve Mann, Continuous Lifelong Capture of Personal Experience with EyeTap, keynote 

address, ACM International Multimedia Conference, Oct 14, 2004, avail able at  
http:/ / www.eyetap.org/ papers/ docs/ p1-mann.pdf. 

62 http:/ / www.google.com/ corporate/ index.html 
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works.63  With Google and Yahoo! demonstrating that I nternet search can be 

tremendously profitable, some of the most bri l liant engineers in the world are 
working hard at both major companies and startups to find new ways to pull together  

and pinpoint information from an I nternet-accessible source. 

End-user software is also lowering the cost of publishing, aggregating and 

consuming information.  Weblogs (also known as ÒblogsÓ) are personal, periodically 
updated websites. Although there were various antecedents, the blog as a form did 

not coalesce unti l 1997, and it  was not unti l approximately 1999 that easy to use tools 
came on the market, allowing virtually any user to create a blog.  There are now more 

than 13 million weblogs in operation, with thousands being added every week, 
according to Technorati, a search engine for blog conversations.64  Although original  

blogs were text-based and centered on PCs, moblogging (blogging from a mobile 
phone, primarily through cameraphone photos and short text comments) and 

videoblogging (blogging in the form of video clips), are becoming increasingly 
popular.65 

Blogs have also catalyzed growth of technologies to aggregate and distr ibute 
information.  A variety of protocols for syndicating content, including RSS (rich site 

summary or really simple syndication), make it  possible to automatically find, 
reassemble, and view blog postings. Newer services such as Flickr, recently acquired 

by Yahoo!, integrate digital photographs with blogging and RSS, are feeding the 
explosion of cameraphone images directly into the interconnected blogosphere.  

User-defined ÒtagsÓ allow individuals to categorize these images in a decentralized 
manner, making it easier for others to pull together related material from many 

sources.66   

Blogs are also converging with location-based information.  Users are starting to 

voluntari ly document their travels on blogs and map sites.  Those with location-
aware cameraphones are directly geocoding their images and uploading them to 

blogs with that information intact.   

                                                             
63 http:/ / www.google.com (claiming an index of over eight bil l ion documents); 

http:/ / www.google.com/ intl/ en/ options/  (l isting various Google services). 

64 http:/ / www.technorati.com 

65 Stephen Baker, Cover in g the Story of Your  Lif e, BUS. WEEK, July 4, 2004. 

66 See John Markoff, By and For  the Masses, N.Y. TIMES, June 29, 2005. 
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I I . TOO M UCH  I NFORM ATI ON:  
SENSORS AND TH E LAW  

ÒThe law was allowed to be genteel enoughÉ .Ó67 

 

The spread of networked tracking and imaging devices, combined with powerful 

tools for aggregating, sharing, and discovering information, will have significant 
consequences for the law. Many legal rules regulate the collection, distr ibution, and 

use of information.  These requirements take different forms.  I n Fourth Amendment 
search and seizure jurisprudence, for example, the law bars collection of certain types 

of information to preserve Constitutionally-protected rights.  I n patent law, the 
availabili ty of certain types of information at certain times can impose a statutory bar  

on patentabi lity.  I n securities regulation, many information disclosures are 
mandatory, and regulators have imposed special duties on voluntary 

communications with investors or  investment professionals.  

All of these rules share subconscious assumptions about the context for  

information collection and sharing.  As images and other sensor data become more 
widely avai lable, those assumptions are under pressure. A key change that pervasive 

sensors produce is the possibili ty of surveil lance without a conscious actor.  I t 
becomes practical to capture information and images in gross, to be reviewed and 

organized later.  The act of survei llance and the use of that data for  a particular  
purpose may have no connection at all.  

A. Caught in the Act 

One significant use for the wealth of images and other  sensor data being 

generated wi ll be as evidence of wrongdoing. This is starting to produce tensions in 
situations involving both criminal and non-criminal conduct.68 

1. Cameras as Cr ime Fighters 

The controversy over abuses by American soldiers at the Abu Ghraib prison in 

I raq is perhaps the best i llustration of the potentially powerful impact of widespread 
digital photography in revealing wrongdoing.  The scandal emerged not because 

                                                             
67 AUSTEN at 68. 

68 See generally Dan Gillmor, How Do We Adjust When Cameras ar e Everywher e?, SAN JOSE 

MERCURY NEWS, June 20, 2004 (discussing the implications of pervasive cameras and sensors); 
Jane Hutchinson, Crack Shots, SUNDAY TELEGRAPH (AUSTRALIA), Aug. 21, 2005, at 25 (describing 
several incidents worldwide in which cameraphone photos were widely distributed). 
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human rights monitors or government officials unmasked abusive practices, but 

because the perpetrators photographed themselves in the act.69  When a member of 
the military policy unit turned in the photos to investigators, and released some of 

them to the public, it produced a wave of popular  outrage.  The soldiers involved 
were court martialed, with their own photographs serving as the primary evidence 

against them.   

The Abu Ghraib scandal would not likely have had the same impact without the 

gruesome photos, which were displayed extensively by news organizations.  The 
photographic images both confirmed that abuses had taken place, and added a 

visceral quality to the news that oral reports simply could not have produced.  A 
picture is, as they say, worth a thousand words.   

Closer to home, there have already been numerous incidents in which 
cameraphones helped incriminate those responsible for committing crimes.70   In 

New Jersey, a fifteen-year-old boy photographed a man who tr ied to lure him into a 
car, and also snapped a photo of the carÕs license plate, which police used to arrest 

the man for attempted kidnapping.71 A limousine driver in Tennessee photographed a 
knife-wielding man who robbed him as he escaped in his pickup truck allowing police 

to find the truck and arrest the man within minutes.72   

Cameraphones can also show that a crime was not committed.  A group of St. 

JohnÕs University basketball players were able to refute a womanÕs rape allegations by 
showing video and audio snippets from a cameraphone of the woman demanding 

money from them in return for sex, and threatening to fabricate a rape story i f they 
refused.73 As more people make a habit of recording their everyday activity with video 

cameraphones, or begin to wear pervasive monitor ing equipment of the sort  Steve 
Mann has prototyped,74 such stories wi ll become increasingly common.   

In the aftermath of the July 7, 2005 terrorist bombings in London, British police 
appealed to citizens to send them cameraphone images that might provide 

                                                             
69 Daniel H. Pink, Lit tle Brother  is Watchin g, WIRED, July 2004, at 25-26.  Why the military 

police at Abu Ghraib decided to photograph their captives in humiliating positions, often including 
their fellow soldiers in the photos, is an intriguing question in its own right.  As this and several of 
the other cases described below suggest, those taking the pictures also do not seem to fully 
appreciate how widely those pictures can spread. 

70 Tad Walch & Laura Hancock, Phone Photos Spur r ing Ar rests, DESERET MORNING NEWS, Apr. 
27, 2005 (Ò[P]olice agencies around the country are coming to view cell phone cameras as a new 
crime-solving toolÓ). 

71 Id. 

72 L.A. Johnson, A Tough Call, PITTSBURGH POST-GAZETTE, Oct. 27, 2004.  

73 Id. 

74 See supr a. 
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information useful to the investigation.75  The BBC turned over 1000 sti ll photos and 

300 videos that had been provided to it,76 and many individuals submitted images 
directly.  Although the investigation is ongoing and therefore police are not 

publicizing details, they have confirmed that a cameraphone image helped record the 
exact time of one of the subway explosions, which was significantly earlier than 

previously thought.77  This practice is bound to become more common, not just for  
major events such as terrorist bombings, but for more routine crimes committed in 

public places.   

 

2. Cameraphone photos as evidence 

When a government agent conducts a search, it is subject to the limitations 

embodied in the Fourth Amendment. I n Katz v. U.S.,78 the Supreme Court found an 
improper warrantless search in a government wiretap, because the defendant had a 

reasonable expectation that his conversation would be private.  A ÒsearchÓ under the 
Fourth Amendment, the Court held, is defined as an intrusion that violates an 

expectation of privacy which society is prepared to consider reasonable.79  Physical  
access is not required.  Therefore, for example, the court has held that use of a 

thermal imaging device to detect marijuana plants in a house constituted an 
impermissible warrant less search, because the defendant reasonably assumed his 

actions within his home would remain private.80 

Cameraphones, RFI D, and location tracking wil l stretch the Katz framework.  

Outside of core private spaces such as the home, it is becoming more rare for actions 
not to be tracked or recorded in some way.  As noted above, government-operated 

surveil lance cameras are becoming an increasingly prevalent feature of the landscape 
in major cities.  The question is at what point recordings become so common as to 

tr ip the Katz expectations test. Even if the frequency of tracking does not r ise to the 
point at which a person could be said to expect no privacy, the social construction of 

                                                             
75 See Peter Wilson, Camer a Phones Key in  Hunt for  Kil lers, THE AUSTRALIAN, July 12, 2005, at  

8. 

76 See id. 

77 See id. 

78 Katz v. US, 389 U.S. 347 (1967). 

79 This formulation actually appeared in Justice HarlanÕs concurrence, but  it has become 
known as the basic holding of Katz. 

80 Kyllo v. US, 533 U.S. 27 (2001). 
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public spaces wi ll change as more individuals (not just government) are taking 

pictures.81   

I f the person taking the photos is unconnected to the crime and voluntari ly 

shares them with police, no Fourth Amendment issue is raised.  However, the 
situation is different if the alleged criminal is the one capturing the images.  In a 

recent North Carolina case, police were called to the scene by a bystander who said he 
saw a man taking cameraphone pictures of an unconscious naked woman on a 

beach.82  Police arrived as the man in question was attempting to load the woman 
into his car.  They asked to see the cameraphone, and upon taking it, viewed several  

images of the unconscious woman in a state of undress.   

Rather  than confiscate the photographs direct ly, however, the police received a 

warrant to obtain the images from Sprint, the manÕs mobile phone carrier.  Sprint 
stores cameraphone images sent through its network on central servers, and the 

company provided the photographs in response to the warrant.  A court later held the 
seizure of the photos unconstitutional, because the defendant had a reasonable 

expectation of privacy in the images on his cameraphone.83 

3. Pr ivate Distr ibution 

Even when user-generated images do not lead to cr iminal prosecution, they can 
create significant repercussions. The responses typically do not involve legal penalties 

for those involved, but the consequences can be even more severe. 

A case in I ndia provides a cautionary tale of what can happen when cameraphone 

images circulate.  A self-fi lmed cameraphone video of two young adults engaged in 
oral sex was spread rapidly on Internet sites.84  In a country that frowns on public 

displays of affection between lovers, it produced a scandal.  Police questioned the boy 
involved, and both participants were expelled from their exclusive private school.  

However, the response didnÕt stop there.  Police also arrested a second student for  
selling a CD containing video clip on an online auction site, Bazee.com, which is a 

subsidiary of eBay.  They also arrested the CEO of the auction site under I ndian laws 
prohibiting the use of the I nternet to distr ibute pornography, claiming the company 

did not take sufficient steps to prevent the sale of such footage.  Once the incident 
was visually documented, in other words, the images took on a life of their own.  They 

became the focus of legal attention, as much as those involved in the original actions. 

                                                             
81 See Mark Jonathan Blitz, Video Surveil lance and the Const it ution of Public Space: Fit tin g 

the Four th Amendment to a Wor ld That Tr acks Image and Ident it y, 82 TEX. L. REV. 1349 (2004).  
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83 Id.  
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Or, consider the case of the Òdog poop gir l.Ó85  A young woman was sitting on a 

subway train in Seoul, South Korea, with a small pet dog, when the animal felt the 
need to relieve itself on the floor.  The woman disregarded the mess, despite 

complaints and stares from other passengers in the car.  She became surly when 
asked to clean it up.  Someone a few seats over snapped a picture of the woman and 

the dog poop on a cameraphone.86 The photo was posted to an Internet site, with a 
description of the incident.   

From there, events spiraled out of control.  Viewers copied the photo on other  
sites.  Others identified the womanÕs identity, based on her hair  and bag.  Her name 

and other information were spread liberally on the web, generally with condemnation 
for her actions.  What was a localized incident affecting a few dozen subway riders 

became a national cause celebr e, to the point at which the unfortunate woman was 
forced to drop out of college and go into hiding.87 

The presence of a cameraphone did nothing to change the legal environment 
around the dog poop incident. Failing to clean up after her dog may have violated 

some municipal code for subway riders, but because the incident wasnÕt seen directly 
by any official, the woman was never charged with any legal offense.  Rather, the bore 

the brunt of a social reaction to behavior that violated strong norms.  I nstead of just 
those in the car with her, millions of people were able to view and react to her  

actions, in a context likely to produce unflattering assessments.   Whether the 
ÒpunishmentÓ was out of proportion to the ÒcrimeÓ is subject to debate, because 

norms do not have the precisely calibrated remedial mechanisms of formal law.   

Similar ly contestable is the question of whether  the cameraphone-wielding 

observer did anything wrong.  The woman was in a public place, and as subsequent 
events revealed, her actions had broad public interest.  To say her ÒprivacyÓ was 

violated by the mere act of taking the photograph would be to suggest we each have a 
cone of invisibili ty around our person that shields our actions from view and 

recording by others.  Even if such a concept ever made sense, it is unsupportable 
today, when cameraphones and sensors are everywhere.   

A similar case occurred recently in San Jose, California.88  A driver, Sean 
McIntyre, became frustrated that other  drivers were abusing the carpool lanes on 

local freeways.  Although such lanes are intended only for cars with multiple 

                                                             
85 See Jonathan Krim, Subway Fracas Escalates Into Test of the InternetÕs Power  to Shame, 

WASH. POST, July 7, 2005, at D1.  References to this unfortunate individual often use a different 
term for the object of her petÕs activity, one less amenable for printing in the pages of a law review. 

86 South Korea has the highest cameraphone penetration in the world, now at 99% of mobile 
phones.  See supr a. 
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passengers, and highway patrol officers will pull over violators, the chance that any 

violator wi ll be caught is slim, perhaps even slimmer than the possibi li ty of being 
pulled over for speeding. McI ntyre began photographing apparent violators and 

posting the photos on a website, CarpoolCheats.org. In contrast to the dog poop gir l, 
however, Carpoolcheats.org did not appear to have any significant effect in shaming 

violators into better behavior.  I nstead, one of the drivers whose photograph 
appeared on the site threatened McI ntyre, and the si te was taken down. 

B. No More Secrets 

People and companies keep certain information secret for many reasons other  

than covering up criminal or inappropriate behavior .  In some cases, the information 
in question is simply assumed to be private, because there was no easy way for others 

to discover it without significant effort.  As networked cameras and sensors become 
more common, that assumption wil l be questioned.   

1. Images fr om Above 

In DuPont v. Chr istopher , the Fifth Circuit considered a claim of trade secret 

infr ingement based on overflights by a private aircraft.89  An unknown party hired 
Rolfe and Gary Christopher to take aerial photographs of new construction at a 

DuPont chemical plant in Beaumont, Texas.90  DuPont had developed a secret  
process for  producing methanol, which gave it a competitive advantage over  other  

manufacturers.  According to DuPont, aerial photographs of the construction site, 
before a roof was built over the area, could reveal the arrangement of machinery and 

allow a trained observer to reconstruct DuPontÕs secret process.91  DuPont took 
various steps to shield the area of the plant from observation, but preventing aerial 

observation would have been prohibitively expensive.  DuPont alleged that the 
Christophers were engaged in industrial espionage, and that their deliberate 

over flights violated its trade secret r ights.92  

The defendants responded that they had every right to fly over the plant and were 

not trespassing.  Because anyone could legitimately fly through that airspace and aim 
a camera at the ground, they claimed, DuPont could not claim protection over such 

aerial evidence any more than over what a passerby could see in plain view by 
walking outside the plant on a public road.93  The court rejected this argument.  I t 
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91 Id.  
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held that aerial photography was Òan improper  means of obtaining anotherÕs trade 

secret,Ó because it was a form of espionage that Òcould not have been reasonably 
anticipated or preventedÓ by DuPont.94  

Those who seek to enforce a trade secret must take reasonable steps to protect  
that secret from discovery. Trade secret law thus balances the burden on discoverers 

to take protective action against the burden to society if competitors could not engage 
in some reasonable forms of reverse engineering. Like all forms of intellectual 

property, a trade secret is a limited legal monopoly, which must be circumscribed to 
ensure its economic and other benefits outweigh its harms. The DuPont holding was 

an application of this balancing test to a specific practice: aerial overflight. The 
courtÕs conclusion necessarily took into account the context of the time.  Although it  

was certainly possible that someone else would happen to fly over the Beaumont 
plant and inadvertently point a camera downward at that same spot, such an 

occurrence was highly unlikely.   

When teaching this case to my students, I  point out that it was decided in 1970, 

and ask whether anything might be different today.  I  then show them the Google 
Maps service that leverages the Keyhole satelli te and aerial photograph database.95  

Needless to say, Google Maps and similar services include aerial photographs of the 
DuPont chemical plant the Christophers photographed.96 

The easy avai labi li ty of the kind of images that the Christophers had to 
deliberately fly over the DuPont plant to get changes the dynamics of the trade secret 

analysis. The DuPont court lumped together Òthe unanticipated, the undetectable, 
[and] the unpreventable methods of espionage now availableÓ as impermissible 

means of discovering a trade secret.   Ubiquitous aerial and satelli te images, coupled 
with aggregation services like Google Maps, greatly reduce the degree to which 

photographs of a location are Òunanticipated.Ó  However, they do not make them any 
less unpreventable, and make them significant ly more undetectable.  The costs for  

DuPont to shield its construction sites from aerial view are no less than they were in 
1970; what has changed is the likelihood such sites will be photographed 

inadvertently.  And a satelli te snapping a high-resolution picture is infinitely harder  
to detect than a low-flying airplane.   

                                                             
94 Id. 

95 See supr a. 

96 There is some lag between when the photos were taken (often a few years ago) and the 
present, so they may not be appropriate for surveillance of changing areas, such as the construction 
site at issue in the DuPont v. Chr istopher  case.  However, competition is pushing Google, Microsoft , 
and others to improve freshness of their data, and with private and government sources of satellite 
and aerial photography multiplying, fresher photos are increasingly readily available 
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Nonetheless, had the DuPont case been decided in 2005 instead of 1970, it  seems 

quite likely the outcome would have been different. DuPont would likely assume that 
aerial photographs are now so widely available that they must use some other means 

to protect their trade secrets that are discoverable through aerial investigation. 

In fact, a more recent case involving str ikingly similar facts Ð but a different legal  

claim Ð did produce a different result.  I n Dow Chemical Company v. US, the 
Environmental Protection Agency took aerial photographs of a Dow chemical plant in 

order to determine whether the company was violating the Clean Air Act.97  Dow 
asserted this action, before which the EPA did not obtain a search warrant, 

constituted an impermissible search under the Four th Amendment.98  Like DuPont, 
it claimed that it reasonably assumed freedom from prying eyes from the air. The 

Supreme Court, however, rejected DowÕs defense.  I t held that the company had no 
reasonable expectation of privacy against government aerial photography, at least so 

long as the photography did not use substantial magnification or other technical 
enhancement of what could be seen with the naked eye.99  

Dow can be distinguished from DuPont on the basis of different requirements to 
prove a trade secret infr ingement and an impermissible government search.  

Nonetheless, at a conceptual level, both cases asked the same question: whether  
aerial photography of a location is a reasonably expected phenomenon, or an 

improper intrusion.  The sixteen years between the two cases may have contributed 
to the opposite determination on that critical question.  However, the years since 

Dow represent and even greater change.  Aerial and satelli te data are now so widely 
available and searchable that the environment is completely different.  

2. Persistent Aer ial Surveil lance in Action 

Aerial and satelli te photographs are being used as evidence in a broad array of 

cases.100  Courts have used satelli te photographs to determine whether  a barge 
accident occurred in I llinois or Iowa waters, thus determining what court had 

jurisdiction.101 They have employed satelli te weather data to conclude that a freak 
wave which injured a guest on-board a U.S. Navy destroyer could not have been 

anticipated,102 and to reject a plaintiffÕs claim that clouds forced him to fly his plane 

                                                             
97 476 U.S. 227 (1986). 

98 Id. 

99 Id.  
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at a low altitude, nearly causing a collision with a military fighter jet.103  And they 

have accepted satelli te photos as evidence of environmental degradation in 
environmental li tigation.104 

At first glance, there is nothing out of the ordinary in such imagery being 
introduced into evidence.  A picture taken from 35,000 miles in the sky is just a 

picture, subject to the usual tests of authenticity and interpretation.  Yet there is a 
significant difference, which wi ll become more significant over time. An imaging 

satelli te is a camera without a cameraman.  I t si lent ly and repeatedly photographs a 
region of the earth, sending back streams of data for later interpretation.  When a 

dispute arises and matures into litigation, that satelli te-generated imagery is simply 
Òout there,Ó ready to be applied.  In the same way, closed-circuit television cameras 

placed around cities capture images of whatever passes before them.   

When all these images are captured by government-operated survei llance 

systems, there is an inherent check on their open distr ibution.  Military spy satelli tes 
capture finer details than any civilian system, but for obvious reasons, their data are 

not available for li tigants in commercial or tort li tigation to peruse.  In recent years, 
however, satelli te imagery has become increasingly available to the general public, a 

trend accelerated by services such as Google Earth.105  Closer to home, the web of 
individual cameraphones and other digital photographs distr ibuted on the Web wil l 

have a similar  effect.  Just ask Barbara Streisand. 

Retired software entrepreneur, environmental activist, and amateur helicopter  

pilot Kenneth Adelman operates the California Coastal Records Project, a private 
effort to photograph the entire California coast line.  He has posted more than 12,000 

high-resolution digital aerial images of the coast line on a website, where they are 
freely available for download.  Keen-eyed observers noticed that one of the photos 

happened to show the Malibu mansion of singer Barbara Streisand.  Streisand was 
not amused.  She sued Adelman, seeking damages for invasion of privacy and 

violation of CaliforniaÕs anti-paparazzi law.106  The judge rejected StreisandÕs claim, 
finding that ÒAerial views are a common part of daily living,Ó and that ÒThere is 

nothing offensive about the manner in which they occur, nor  in the manner in which 
this particular  view was obtained.Ó107 

                                                             
103 Scruggs v. Unit ed States, 959 F. Supp. 1537, 1541 (S.D. Fla. 1997).. 

104 Gasser  v. Unit ed States, 14 Cl. Ct. 476, 496 (1988 

105 See supr a. 
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Like DuPont, Streisand based her claim on the assumption that flying overhead 

and photographing her property was a targeted act, presumed to be done with 
improper motives. I n contrast to the DuPont and Dow cases, however, Adelman did 

not purposely fly over StreisandÕs house to photograph it; he did so as an incidental 
consequence of his larger project to photograph the coast line.  From StreisandÕs 

perspective, the impact was the same, especially since the photograph in question is 
now available to anyone on the Web.   

StreisandÕs problem was partly that she could show no real harm from her home 
being photographed, especially since she had permitted People magazine to do an 

interior  and exterior  photo shoot of the very same mansion.108   

For some Baltimore residents, by contrast, aerial surveil lance is producing very 

real consequences. The Baltimore city housing department has begun to use aerial  
photographs to locate i llegal rooftop decks.109  The agency purchased aerial 

photographs of the entire city, and used software to match those images against 
databases of building permits.  When inspectors find a roof deck at a location with no 

applicable permit, they can assess a fine or other penalty for  a building code 
violation.  

BaltimoreÕs case is even stronger than the EPAÕs in Dow, because the city isnÕt 
actively engaging in the surveil lance; it  is merely purchasing commercially available 

data and correlating it electronically.  Yet this is cold comfort for the affected 
Baltimore residents.  Those fined for building code violations are in the same 

situation as if the city had sent inspectors to climb up onto every roof in the city.  I n 
the cityÕs defense, an i l legal deck is an i llegal deck; no one is denying that the citizens 

in question violated building codes.  This line of thought, however, points out how 
distr ibuted sensors and imaging devices may remove some of the ÒslackÓ implicit in 

many areas of the law, where the impracticali ties of enforcement create an 
expectation that enforcement wil l be lax. 

To take one example, it would be tr ivial for states operating toll roads that use 
RFI D-based automated toll collection systems such as EZ Pass to automatically issue 

tickets to motorists whose average speed between two toll points exceeds the posted 
speed limit.  Yet no jurisdiction appears to do so.  The reason appears to be that such 

an action would raise fears of pervasive, automated government surveillance, and 
potentially undermine public support for the toll collection systems.  Enforcement of 

speed limit laws is a classic case in which the government tolerates imperfect 
enforcement.  Governments seek to catch the worst offenders, and to create the 

perception that those who speed are likely to be caught, in the hope that drivers wil l 
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moderate their own behavior as a precaution.  Ensuring that all drivers stick to the 

speed limit would be impossible.  

The growing array of individually controlled sensors and cameras, however, 

combined with widely available aerial and satell i te photographs which can be 
correlated with other databases, raises the possibili ty that this kind of legal slack wi ll  

be reduced.  I n the case of Carpoolcheats.org, the California Highway Patrol has 
indicated that it cannot directly use evidence from other drivers, whose accuracy they 

cannot vouch for, to fine carpool lane violators.  Even without the threat of official 
punishment, however, such imagery can have hortatory value.  And if authorities are 

willing to encourage submission of private evidence, as they have in connection with 
major crimes such as the London bombings, the l ine between official and private 

surveil lance becomes finer.  I t is not entirely clear where controversies wil l emerge, 
only that they are likely to. 

C. ÒPr inted PublicationsÓ in Patent Law 

Patent law may seem like a strange place to consider the implications of pervasive 

networked sensors.  However, it  is yet another  example of how well-established legal  
regimes assume certain limitations on how information spreads, and the tension 

produced when those assumptions are undermined. 

Patents are designed to protect ÒnovelÓ inventions, rather than existing processes 

used in commerce.110  Therefore, a potential patentee generally cannot disclose the 
invention prior to fi ling for a patent, or it wi ll not be patentable.111  Similar ly, there is 

a statutory bar to obtaining a patent when someone else has already disclosed the 
same idea, even if not patented. Specifically, under the patent statutes, an invention 

is not patentable if i t has been Òdescribed in a printed publication in this or a foreign 
country more than one year prior to the date of the application for patent in the 

United States,Ó or if i t was described in any such Òprinted publicationÓ prior to the 
alleged invention itself.112 

The question is what constitutes a Òprinted publicat ion,Ó given the technological 
changes this article describes.  Is a chance photograph, posted on a website, the same 

thing as a public announcement about a new invention?  Commenters are split on the 
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basic question of whether any I nternet-based material, as opposed to information 

printed in books or journals, is sufficient to constitute a Òprinted publication.Ó113  

In a recent case a company called MercExchange sued eBay for infr inging its 

patents on online auction technology.114 Among other  arguments, eBay pointed to a 
Usenet Newsgroup posting more than one year before one of the patent applications 

was fi led, as evidence or a prior Òprinted publication.Ó115 The Distr ict Court rejected 
this claim, finding that there was no way the person who fi led the patent application 

would have been aware of the newsgroup posting, which was not indexed at the time, 
and no guarantee he would even have received permission to access the group.116  The 

case was ultimately decided (and appealed) on other grounds, so the import of that 
holding remains uncertain.  The Patent and Trademark Office itself recently cited a 

newsgroup posting as support for invalidating a sweeping patent on core I nternet 
technology.117 

In the recent case of I n re Klopfenstein, the Federal Circuit considered whether  
placing information on poster boards displayed for three days at an academic 

conference was sufficient to constitute a Òprinted publicationÓ for  patent purposes.118 
Even though the material was never published in the conventional sense, nor  

distr ibuted outside the conference, the court concluded that the statutory bar should 
apply.119 The court considered four primary factors: the length of time the material 

was available; whether the target audience had expertise is the relevant field; the 
expectation that the material displayed would be copied; and the ease with which the 

material could be copied.120  Displaying the information for an audience of the very 
experts who best understood its import, in an environment where it was easily 
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accessible for copying by those experts, was the functional equivalent of publishing 

that information in printed form, according to the ruling.  

The growth of pervasive information sharing through the I nternet, and the 

growing links between the I nternet and the physical world, wil l shift the boundaries 
of what kinds of disclosures meet the Òprinted publicationÓ requirement.  As an initial 

matter, the Klopfenstein holding that visual display of material at a conference can 
constitute Òprinted publicationÓ will be reinforced.  I t is increasingly likely that 

participants at an event like an academic conference will have cameraphones with 
them.  Copying information that appears only in visual form thus becomes much 

easier and more accurate.   

Moreover, those photographs can now be shared easily with others in the field 

through blogs and other Internet-based distr ibution mechanisms.  The strongest 
argument against recognizing material that makes i t onto the Internet as a Òprinted 

publicationÓ used to be the absence of a central index of Internet-based information, 
in contrast to materials stored in a physical library.121  Because the I nternet is 

fundamentally decentralized, there wil l never be a comprehensive index of online 
resources.  However, advances in search technology and new aggregation techniques 

such as RSS syndication are making it  far easier  to locate relevant information on the 
Web.  I f a single copy of a typewritten thesis avai lable only in a particular college 

library constitutes a printed publication,122 why shouldnÕt a photograph readi ly 
available to millions of people on the I nternet? 

The presence of so many cameras and sensors in individual hands wi ll therefore 
shift the balance in patent law away from prospective patentees.  Because 

information that was in the past made available in private and ephemeral ways can 
now be captured and retrieved, there are likely to be more cases in which the courts 

find that a Òprinted publicationÓ exists for a given invention, and therefore 
constitutes a statutory bar to patentability. The novelty requirement in patent law 

strikes a balance between protecting inventors and protecting everyone else from 
overbroad intellectual property protection of pre-existing ideas.  Where the law 

eventually winds up depends on how the courts weigh the competing interests, and 
craft interpretive rules accordingly.   

There wil l also be statutory interpretation issues to consider.  A realization of the 
new power of the I nternet to make images and other materials widely accessible 

could easily make the Òprinted publicationÓ language in the statute essentially 
meaningless, if any online distr ibution is sufficient to meet that requirement.  On the 

other hand, it makes little sense to pretend that putt ing material into book form and 
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running off copies on a printing press necessarily makes information more widely 

accessible today than uploading that same material to the Web.   

D. Mandatory Disclosure 

Some legal rules require disclosure of information, rather than restricting 
access to it.  The proliferation of cameras, sensors, and I nternet-based publishing 

and aggregation tools wil l put pressure on these rules as well.  

1. Regulation FD 

Much of securities law involves various forms of mandatory disclosure, in order  
to promote transparency of financial markets.123  Publicly traded companies must fi le 

extensive and regular reports of their financial performance to inform shareholders 
and the public.  They cannot simply keep this information to themselves.   

Even with this mass of disclosure requirements, securities regulators became 
concerned in the 1990s that some publicly held companies were selectively releasing 

information to financial analysts in a manner that unfair ly disadvantaged ordinary 
investors.  For example, companies would provide ÒguidanceÓ or  leak information 

relevant to their future performance to particular analysts, allowing their firms or  
clients to buy and sell ahead of the general release of the information.124   

To prevent such conduct, the Securities and Exchange Commission promulgated 
Regulation FD (Full Disclosure) in 2000.125  Regulation FD mandates that any time a 

public company or its key executives disclose material information to stock market 
professionals or shareholders, they must either fi le it publicly with the SEC, or  

disclose it in a method Òintended to reach the public on a broad, nonexclusionary 
basis.Ó126  To date, the SEC has brought only a handful of enforcement actions under  

Regulation FD, all of which dealt with private, one-on-one communications between 
corporate executives and investment professionals.127  However, the regulation also 

covers disclosures in semi-public settings, such as industry conferences.  I t draws a 
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bright line between fully public disclosures, such as in a press release, and selective 

disclosures, which include everything else. 

In a world of increasingly r ich information, however , this boundary is shifting.128  

Consider a speech by a corporate CEO or CFO at an industry conference.  Under  
Regulation FD, the executive could not discuss any non-public information, because 

he or she would only be communicating with a limited audience in the room.  Today, 
however, conference-goers are likely to bring with them Blackberries or similar  

mobile email devices, or laptop computers connected to the I nternet through wireless 
links.  In the technology sector, at least some audience members at virtually every 

event are likely to be Òbloggers,Ó posting notes and comments about what they hear in 
real-time.  Even though there are only a few hundred people in a room when an 

executive talks, therefore, the information related may be as broadly accessible as if  
the company issued a press release.129 

The growing prevalence of devices such as wireless-connected laptops, 
cameraphones, and sensors doesnÕt mean that every targeted communication is 

necessarily avai lable to the general public.  The contents of private meetings or  
telephone calls with financial analyst are not going to become more public, and 

indeed, that appear to be the primary target of Regulation FD.  However, a significant 
objection to Regulation FD is that it is chi lling otherwise appropriate releases of 

information by corporate insiders, who err on the side of caution when the possibili ty 
of SEC enforcement attends their every utterance.130  I f Regulation FD or any other 

regulation reduces the aggregate information available to investors, without 
significantly restoring the balance between average investors and market 

professionals or insiders, it will not serve its intended purpose. And if executives limit  
what they say in public because of concerns that a roomful of listeners wonÕt meet the 

regulation FD requirements, that could well be the result.   

2. Real Estate 

Disclosure is also a central requirement in real estate transactions.131  I n most 
jurisdictions sellers of real property have either a common law or statutory duty to 

make known any material latent defects with that property.132  The assumption is 
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that, even though buyers have incentives to inspect the proper ty, they may not be as 

well-situated as the seller to notice significant problems.  The duty to disclosure 
effectively shifts the risk of loss for  latent defects from the buyer to the seller.133   

As homes become sensor-laden, such requirements may become less necessary.  
Various Òsmart homeÓ technologies can automate management of heating and air  

conditioning, lighting, electricity, and other systems with a house.  These sensors can 
provide sophisticated management features for homeowners, but they also can 

monitor systems in the background.  I f the home itself can disclose major problems 
not evident from a cursory inspection, there is less justification for a legal burden on 

the seller to do so.  Of course, that assumes such sensors are much more prevalent 
than they are today.  Smart homes with the capabil ity to monitor latent defects are 

likely to be primarily new construction, which is only a small fraction of the homes on 
the market.   

And relying on sensors to reveal hidden defects could produce its own set of legal 
challenges.  Who is to say that the sensors couldnÕt be broken, or deliberately 

tampered with?  I f a sensor fails to detect a problem, is the manufacturer  or installer  
liable to the buyer?  The law wil l have to address these kinds of questions.   

I I I . COPI NG W I TH  TH E CAM ERAS:  
CH ANGES I N EX PECTATI ONS 

ÒYour  secret is safe with me, but par don me if I  expr ess some surpr ise  
at so unnecessary a communication.Ó134 

A. Distr ibuting the Panopticon 

Around the same time Jane Austen was writing Sense and Sensibili ty, the English 

philosopher Jeremy Bentham developed the concept of the panopticon, a prison in 
which a single guard in a central tower could secretly observe every prisoner in the 

surrounding circular rows of cells.135  The critical elements of the panopticon were 
that a prisoner could be watched at any time, but because the guard tower was 

positioned over the cells, no prisoner could tell when, if at all, they were actually 
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under survei llance. Consequently, the prisoners would assume they were being 

observed at all times.  They would internalize the functions of the guards.   

The French postmodern phi losopher Michel Foucault took BenthamÕs ideas 

about prisons and applied them to contemporary society as a whole.136  To Foucault, 
we all live in a panopticon constructed by the state in its exercise of power.  The 

condition of li fe in modern society is to internalize control, just as if we were 
prisoners in BenthamÕs panopticon.  Even more chil l ingly, OrwellÕs 1984 produced an 

archetypal image of a society under constant surveil lance, crushed of li fe by the 
unseen watchers who ruled it. 

The dystopian visions of Bentham, Foucault, and Orwell are not far from todayÕs 
reality in certain ways.137  The consequences are not necessari ly all bad.  Near ly a 

decade ago, scientist and science fiction author David Brin put forth the idea of the 
Òtransparent society,Ó in which the inevitable technology-driven loss of privacy 

becomes a positive development rather than something to be feared, because society 
could demand the same radical transparency of corporate and government actors as 

individuals were subject to.138 Even BrinÕs vision, however, focused on survei llance by 
an external Other, seeking to open up the outputs of the cameras rather than 

preventing their use.  The surveillance described in this paper is of a different order. 

Bentham, Foucault, and Orwell described a panopticon: an environment in which 

one person could watch everyone else.  Pervasive personal sensors are creating 
something different, a wor ld in which ever yone can watch.  I t is thus better described 

as a polyopticon. The state is but one of a countless number of survei ling entities.  I t  
may not even be the most influential one, because most of the information it collects 

remains secreted away from public view.  Data and images collected by individuals, 
by contrast, may turn up immediately on a public website.   

B. Lifting the Veil of Uncer tainty 

Law is founded upon deep-seated social mores and expectations.  I t does not 

operate in a vacuum.  Pervasive sensor technologies alter a fundamental element of 
those subterranean legal assumptions: the idea that most things are not recorded.  

The legal system presumes that certain things are uncertain, for example, the 
historical process of negotiating a contract. Legal rules therefore must fi ll the gaps.  I t  

also presumes that certain kinds of information are not widely are easily avai lable, 
and that conscious effort (presumably with i ll intentions) is required to obtain it.  But 
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137 See Catherine Yang, The State of Surveil lance, BUS. WEEK, Aug. 8, 2005. 
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what if those assumptions prove untrue?  Just as DNA testing is throwing many 

criminal cases into disarray by offering indisputable proof of the innocence of some 
convicted defendants, retrospective evidence based on cameraphones or other  

distr ibuted sensors wi ll have profound legal ramifications. 

The notion that changes in technology can provoke changes in law is hardly a new 

one.139  The particular kinds of technologies described herein provide one particular  
frame of comparison.  In 1890, Samuel Warren and Louis Brandeis published a 

seminal article in the Har vard Law Review defining the novel concept of the Òright 
to privacy.Ó140  Brandeis later joined the Supreme Court, where he expanded on his 

privacy vision in his famous dissent in Olmstead v. US, which later became the basis 
for a str ing of Supreme Court decisions enshrining privacy rights against government 

intrusion.141   

In their article, however, Warren and Brandeis were not primarily concerned 

with government invasions of privacy.  The issue they addressed was personal 
intrusions on Òthe right to be left  alone.Ó  They recommended the creation of a new 

tort, invasion of privacy, to police this r ight.  Warren and Brandeis saw a need for a 
new legal construct because they saw technologically driven changes in society 

breaking down heretofore sacrosanct boundaries between individuals.  The 
technology that most concerned them was the camera.142  

Like the camera, the cameraphone and sensor networks create a new 
environment for law.  And, as with the camera, although privacy is among the legal  

areas the technology affects, it is not the only one. As i llustrated above, limits and 
requirements around information disclosure appear in many areas of the law.  

Thanks to an interconnected set of technological trends, the baseline level of 
information fluidity has changed.  A bil lion connected cameras and several bil lion 
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wireless sensors wi ll create an environment in which everyone must increasingly take 

for granted that certain information is publicly avai lable.   

Another field that can be a useful analogy is torts.  Expectations are central to 

negligence torts.  Liabili ty turns on whether the relevant party exercised the care of a 
Òreasonable person.Ó That fictional construct incorporates not only the level of care a 

reasonable person would take, but what expectations a person reasonably brings to a 
situation.  An individual voluntari ly engaging in a dangerous activity has less of a 

claim when that dangerous activity in fact produces an injury.  A situation may fall 
into this category even if i t doesnÕt obviously involve serious danger.  For example, in 

cases involving foul balls hit into the stands during a baseball game, courts have held 
that a spectator assumes the risk of injury, even if that particular spectator has never  

attended a baseball game and is unaware of the risks.143 Attending a baseball game is 
an activity that inevitably involves some modicum of r isk. 

Similar ly, venturing out in public is now an activity that creates a real possibili ty 
of being tracked, or of having images captured that could be used in some other  

context later.  With ubiquitous aerial and satell i te photographs, the idea that  
anything visible wi ll go unnoticed is becoming less realistic.  As discussed below, 

legal boundaries and social norms can rein in the cameras and sensors to a degree, 
but some readjustment of baseline expectations is inevitable. 

C. Responses 

The growth of cameraphones and distr ibuted sensors has already generated fear  

and opposition in some quarters.  Although, as discussed above, these technologies 
have many potential benefits, they also challenge both existing laws and social 

expectations.  Several responses have been adopted, ranging from legal restrictions 
on the technology to more informal approaches. 

1. Legal limits 

The first response to unwanted sensors is to attempt to ban them.  Some 

countries, such as Saudi Arabia, have banned cameraphones entirely.144  Though such 
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144 Saudi Cr ackdown on Camer a Phones, BBC NEWS.  
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an edict might be practicable in a heavi ly regulated, closed society, it is questionable 

whether even such a country can keep out a device that is becoming so prevalent 
worldwide.  Just as only the most repressive regimes, such as Myanmar, have had 

any success controlling the corrosive effects of fax machines and the I nternet on 
authoritarianism, it is hard to see wholesale restrictions on cameraphones standing 

up long.  I n any event, the vast majority of countries have made no such attempts.   

Other restrictions on cameraphones are situational.145  For example, guests at 

tycoon Donald TrumpÕs wedding were required to surrender their cameraphones,146 
as are visitors at some federal courthouses,147 students in some school distr icts,148 

and visitors to certain factories. A nineteen-year-old in Bristol, England, was 
sentenced to six months in a juveni le detention facili ty for using a cameraphone to 

photograph a robbery tr ial from the courtÕs public gallery.149  Private individuals and 
companies that control access to facili ties can use that control to bar cameraphones, 

but even here there are limits.150 Some companies have begun to ban cameraphones 
from their factories or other  facili ties in order to protect trade secrets.151 

When virtually every person entering a building has a cameraphone in his or her  
pocket or bag, the delay and costs associated with fer reting out the prohibited devices 

can become signi ficant.  Confiscating a visitorÕs cameraphone means taking away his 
or her mobile phone, and perhaps his or her means of sending and receiving email or  

engaging in other functions.  For attendees at a top secret briefing at the Pentagon, 
the costs of such a policy may be worth it.  For the thousands of people who pass 

through a corporate campus every day, it may not be.    

Moreover, the very companies seeking to prohibit devices such as cameraphones 

on their premises may be the ones dotting their facili ties with closed-circuit cameras 
of their own, along with various kinds of environmental sensors.  Finally, much of the 

distr ibuted surveil lance that occurs in a world of pervasive sensors is outdoors or  
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otherwise in public spaces, where no private actor has the right to control what 

devices are used.  

Another strategy is to restrict only certain uses of sensor devices.  For example, 

the Video Voyeurism Act, adopted in December 2004, prohibits unauthorized 
photography of private areas.152  ÒUpskirtingÓ (pointing a ground-level camera up a 

womanÕs skirt) and ÒdownblousingÓ (pointing a camera down from above to reveal a 
womanÕs breasts) are popular pastimes in some quarters.153  The Video Voyeurism 

Act was originally written to prohibit such activity with ordinary cameras.  However, 
the legislation was amended to specifically include cameraphones.  Because of their  

small size and integration with innocent mobile phones, cameraphones are well-
suited for hidden photography of an unwelcome nature.  

Of course, the same factors that make it easy to use a cameraphone (or other  
hidden video surveil lance device) in such an inappropriate way make it difficult to 

enforce a law that essentially substitutes i llegality for social disapproval.  Cases in 
which violators have been prosecuted under laws of this type generally depend on the 

perpetrator sharing the resulting photographs, either with horrified individuals who 
report them to the authorities, or  on public websites.  

The novelty of cameraphones produces some inconsistency in the law.  In I taly 
and Thai land, for example, it is i llegal to use a cameraphone or other device to 

photograph a ballot.154  Yet in Hong Kong, some candidates urged their supporters to 
do just that, to record evidence of their vote.155   

Legal rules can also attempt to shape how the technology operates.  South Korea 
has adopted legislation requiring all cameraphones to emit an audible ÒclickÓ upon 

taking a photograph, in order  to discourage upskirting and other unauthorized 
photography.156  Similar  legislation is pending in New Jersey.157   

The trouble with such rules is that they are difficult to enforce.  There are dozens 
of models of cameraphones being sold in volumes of the hundreds of mil lions 

worldwide, and except for review by agencies such as the Federal Communications 
Commission to ensure compliance with radio inter ference rules, these devices are 
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generally not subject to direct regulation.  Although most cameraphones sold to date 

include such an audible confirmation, it can generally be turned off.  I n many 
situations, such as photographing speakers at a conference, an artificial shutter  

sound could be distracting or  inappropriate.   

2. Counter -pr ogramming 

An alternative set of approaches to the concerns that pervasive sensors raise 
largely give up on the notion of restricting the creation and flow of data.  Instead, 

they attempt to use the very technologies and practices that raise concerns as a 
solution to those concerns.158  

The word Òsurveil lanceÓ means Òwatching from above.Ó  I t calls to mind an official 
observer secret ly looking down upon a power less group of prisoners.  Yet what i f 

those being watched are not so power less?  Today, the watched have access to the 
same tools as the watchers; they can become the watchers themselves.  Maybe the 

problem isnÕt too many sensors, but too few. 

Researcher Steve Mann has coined the term Òsousveillance,Ó meaning Òwatching 

from belowÓ as an antidote to official surveil lance.159  He promotes a program of 
Òreflectionism,Ó consciously turning the tables on official surveil lance.  Mann and his 

compatriots go around fi lming survei llance cameras, security guards, and other  
official manifestations of the survei llance society, producing the same kind of 

unsett led effect many people feel in the presence of private and government-run 
cameras.160    

Beyond the performance art aspect, inverse surveillance provides a check on 
governments and companies.  I f they know they are being watched, they are likely to 

be more careful in not abusing their own abi lity to watch ordinary people.  David Brin 
most extensively articulated this model in The Transparent Society.161 Brin 

advocated that government and corporate officials be subject to extensive personal  
disclosure as a natural corrective to the temptation to abuse the opportunities to 

investigate information about private individuals.   
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3. Social nor ms 

Law and social norms represent alternate mechanisms for regulating behavior of 
individuals in society. They can interrelate in complicated ways.  Some laws are 

designed in direct opposition to social norms, such as non-discrimination statutes 
intended to overcome individual and official prejudice based on race, gender, or  

other factors.  Others, such as statutes punishing murder, give official endorsement 
and formal structure to concepts already deeply rooted in social norms.  I n other  

cases, though, law and norms represent competing approaches to fi ll a vacuum in 
authority.  Each has its pros and cons.   

Norms necessarily reflect the general state of the material environment in society, 
including technological development.  Based in communal perceptions of large 

numbers of people, they necessarily change slowly, in contrast to law with can be 
adopted with the stroke of a pen.  And norms are inchoate, more easily contestable 

than written law.  All these factors mean that, when the technological environment 
changes, as it is today with the explosion of networked camera and sensors, norms 

are prone to react in unpredictable or unrestrained ways, while law struggles to catch 
up.162  The Òdog poop gir lÓ incident in South Korea is an excellent example of 

information spreading in new ways that society isnÕt entirely prepared for.163   

This is not to say, however, that there can and should be no limitations on use of 

sensor  devices to enforce social norms as well as formal law.  The core notions of 
privacy law, going back to Brandeis and WarrenÕs Òright to be left aloneÓ164 have not 

suddenly lost their currency.  Tools for individual surveil lance can be abused, and at 
that point, law typically steps in to set boundaries.  For example, the fact that it is 

technically possible for  someone to spy on, for example, a spouse or business rival, 
doesnÕt mean anything is fair game.165  The question is what to do in case, like the dog 

poop gir l, where the boundaries of behavior  are not so clear-cut.   

In lieu of formal legal restrictions, some organizat ions are seeking to prevent 

improper use of cameraphones through voluntary measures.  The Consumer 
Electronics Association (CEA), a trade association of electronics manufacturers, 

adopted a ÒCamera Phone Code of ConductÓ in 2004.166  CEA represents companies 
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that make cameraphones, and who therefore wish to avoid official legal limitations 

on their products.  The code of conduct, including guidelines such as ÒCamera phones 
should not be used where photographic equipment is typically banned, for example: 

museums, movie theaters, and live performances,Ó ÒCamera phone users should 
always respect the privacy of others,Ó and ÒCamera phones should not be used to take 

photos of individuals without their knowledge and consent.Ó167 

Though CEAÕs intentions may be laudable, it is difficult to see such guidelines 

having signi ficant effects.  I n an environment where photography is expressly 
prohibited, such as a movie theater, the code of conduct is redundant.  In a situation 

where people assume they have the unfettered right to photograph whatever and 
whomever they wish, such as a street corner, it  is unlikely to change behavior.      

CONCLUSI ON 

ÒMiss Dashwood now judged, she might safely, under  the shelter  of its noise, 

intr oduce the interesting subject, without any r isk of being heard at the card 
table.Ó168 

 

In ear ly 2005, a mysterious short video appeared on the Web.  Titled EPIC 2014, 

it began with a tantalizing future scenario: ÒI n the year 2014, the New York Times has 
gone offline.Ó169 The eight minutes that followed spun out a hypothetical future in 

which Googlezon, the product of a merger between Google and Amazon, did battle 
with Microsoft for global information dominance.  The companies developed 

increasingly sophisticated linkages of generic and personal information, supplanting 
todayÕs professional journalism with machine-edited assemblages of fragments keyed 

to individual locations and predi lections.   

EPIC 2014 is a fantasy, but one projected from real events and technologies 

playing out in the market today.  Data and images are being produced in increasing 
volumes, and mechanisms for bringing all that data together are reaching maturity.  

Technology and media companies wil l be far from the only ones to feel the impacts.  
A great variety of legal requirements wil l be undermined in subtle ways.  Only by 

seeing this process holistically can we hope to respond in a sensible way.  
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