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ABSTRACT 

 

     Is Internet security a public good? How should society handle the spill-over effects 

arising from the interrelatedness of Internet risks?  What role, if any, does police 

enforcement play?  What optimal combination of each of these security measures – 

police enforcement, and individual investments in both private and non-rivalrous security 

goods – should be used to effectively combat cybercrimes? 

     In this paper, I argue that some, but not all, investments in security have the nature of 

public goods. Thus, I attempt to model the situation where firms invest in both private 

and public security goods.  Furthermore, I include public enforcement of law in my 

model.  Thus, I study a model where crimes are addressed through a combination of 

private and public measures.  By so doing, I hope to capture the substitutability between 

the private and public responses, and determine the optimal combination of these 

approaches.  Lastly, my model seeks to capture the interrelatedness of risks in the 

Internet.  In sum, in this paper, I study a model that combines all of these elements:  

private investments in security; investments in security that have the nature of public 

goods; externalities; and public enforcement of law. 

     I find that the socially-optimal level of security is achieved by equalizing the 

marginal-benefit-to-marginal-cost ratios of each of the three alternatives – private 

security investment, non-rivalrous security investment, and law enforcement measures.  

Furthermore, the interrelatedness of Internet risks causes individual firms to underinvest 

in private and public security goods.  The government thus decidedly lowers the level of 

police enforcement expenditures in order to induce firms to invest more in individual 

precautions.  I also find that, under certain conditions, cooperation results in socially-

optimal levels of expenditures in private and public security goods expenditures.  The 

Shapley (1953) value can be used as a criterion for allocating the costs and benefits 

among the members of a security cooperative.  Several simulations illustrate the results of 

the model under several scenarios. 
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1. INTRODUCTION 
 

Is Internet security a public good?  How should society handle the spill-over effects 

arising from the interrelatedness of Internet risks?  What role, if any, does police 

enforcement play?  What optimal combination of each of these security measures – 

police enforcement, and individual investments in both private and non-rivalrous security 

goods – should be used to effectively combat cybercrimes? 

In this paper, I argue that some, but not all, investments in security have the nature of 

public goods.  A textbook definition is that a “public good is a commodity for which use 

of a unit of the good by one agent does not preclude its use by other agents.” (MasColell, 

Whinston, and Green 1995, p. 359).  Put differently, public goods are goods which are 

nonrival or nondepletable:  consumption by one person does not diminish or reduce the 

supply available to others.
1
  Classic examples are national defense, police protection, 

lighthouses, public parks, information and knowledge, clean air, etc.  In contrast, private 

goods are goods “whose consumption only affects a single economic agent” (Varian 

1992, p. 414).  Classic examples of private goods are bread, shoes, etc. 

On the basis of the above definition, I argue that Internet security has both public and 

private goods aspects.  Insofar as everyone shares common available risks (has a common 

pool of hackers and vulnerabilities that can be exploited), and will thus all benefit from 

the reduction in such common pool of risks (“public bads”), then Internet security has 

public goods aspects, in the same manner that police and fire protection are traditionally 

regarded as public goods.  On the other hand, insofar as there are residual risks not 

entirely eliminated by police enforcement, individuals can protect themselves against the 

residual risks by investing in individual-level precautions.  These individual precautions 

in turn can take one of two forms:  (a) investments is private security goods (such as the 

purchase of firewalls, intrusion detection systems [IDS], anti-virus, security 

authentication codes, etc.); or (b) investments in non-rivalrous security goods (such as 

compiling information on software vulnerabilities, security holes, security incidents, 

hacking patterns, state of the art, etc.) which have the aspects of public goods.  In sum, 

Internet security has both public and private goods dimensions; the public goods aspects 

of Internet security in turn can be provided either privately or publicly by the government 

(see Table 1 below).  

Table 1.  Private and Public Goods Aspects of Internet Security 

How Provided Nature of the good/service 

Privately (by individuals/firms) Publicly (by the 

government) 

Private goods IDS, firewalls, etc.  

Public information on attacks, 

vulnerabilities, solutions 

police 

enforcement/protection 

                                                 
1
 A distinction is also sometimes made in the literature according to the excludability of an individual from 

the enjoyment of a public good.  “Every private good is automatically excludable, but public goods may or 

may not be.”  (MasColell, Whinston, and Green 1995, p. 360)  For simplicity, I will abstract from the issue 

of excludability. 
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Another important consideration is that, in the Internet, there is significant 

interrelatedness of risks giving rise to externalities among individual websites.  For 

example, if an individual does not use an anti-virus to clean his/her system, the computer 

virus can affect not only his/her computer systems, but others’ as well.  Hence, a 

computer system can be breached, not only directly but also indirectly through the 

negligence of other individuals in interconnected networks.  In other words, privately 

provided private security goods do not have private benefits alone – due to externalities, 

these private investments have spill-over effects to other Internet users (the public). 

Thus, in this paper, I study a model that combines all of these elements (see Figure 1): 

-- private investments in security; 

-- investments in security that have the nature of public goods; 

-- externalities; and 

-- public enforcement of law. 

 
 

That is, I model the situation where firms invest in both private and public security 

goods, when there is public enforcement of law against hackers.  The previous studies 

that have analyzed private security expenditures as a way to protect against crimes have 

modeled private precautions but leave out public enforcement of law in their models 

(Shavell 1991, Kobayashi 2005).  In reality, crimes can be solved by a combination of 

private precautions and public enforcement of the law.  Expenditures on police 

enforcement reduce the number of crimes incidents, while investments in individual 

precautions reduce the effectiveness of criminals in causing harm to the victims.  In this 

paper, I study a model where crimes are addressed through a combination of private and 

public measures.  By so doing, I hope to capture the substitutability between the private 

and public responses, and determine what is the optimal combination of these 

approaches. 

External effects of 

one’s precautions to 

other individuals  

Security 

measures 

Individual 

precautions 

Investment in 

private security 

goods 

Investment in 

public security 

goods 

Public 

enforcement 

of law 

Figure 1.  Elements of the model 
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Although past studies have looked at some of the aspects mentioned in Figure 1 

individually and in isolation – for example, Heal and Kunreather (2003) has looked at 

interrelatedness of risks, e.g., in the context of terrorism and computer security; Shavell 

(1991) has looked at investments in rivalrous private precautions in general; and 

Kobayashi (2005) has considered investments in both private and public cybersecurity 

goods individually (i.e., he considered separate investments in either of these goods, but 

not both of them together) – none of these studies have looked at all the elements 

mentioned above together.  Looking at these elements together, I think, presents a more 

holistic view of the various ways society can protect itself against cyberattacks, and 

enables one to see the interplay, substitutability and optimal combination of these means 

to effectively combat cyber-attacks.  Also, by modeling the collective solution, I aim to 

examine what role, if any, cooperation plays in Internet security.  

I find that just because Internet security has public goods aspect does not necessary 

mean that the government, rather than the individual, should provide it.  Rather, the 

solution is a combination of public and private alternatives.   The problem with ceding 

entirely to the government the function of providing Internet security is that such a 

solution is susceptible to the well-known problem of “government failure”.  On the other 

hand, the problem with adopting an entirely private solution is that such is susceptible to 

the problem of “market failure”:  the externalities and public goods aspect of Internet 

security results in the divergence between the private solution and the socially-optimal 

solution.  The solution therefore, I think, is a careful balance between private and public 

measures.  Which brings us to the next result.   

How then should society achieve and optimal allocation of security investments 

across the various public and private alternatives?  I find that the socially-optimal level of 

security is achieved by combining private security investment, non-rivalrous security 

investment, and law enforcement measures in such a way that their marginal-social-

benefit-to-marginal-social-cost ratios are equalized.  These marginal social benefits of the 

private and public security good investments are greater than the marginal private 

benefits because individuals don’t take into account the spill-over effects their own 

security investments have on other computer systems, resulting in an underinvestment of 

both non-rivalrous and rivalrous security goods.  Additionally, I find that in certain 

situations it would be optimal for the government to deliberately lower the level of police 

enforcement in order to induce firms to invest more in individual precautions.   

Lastly, I find that under certain conditions, a cooperative undertaking results in the 

close approximation of the socially-optimal level of private and public security good 

investments and police enforcement expenditures.  This thus lends support to the recent 

government initiative to encourage the formation of information sharing and assessment 

centers (ISACs).  The Shapley (1953) value can be used as a criterion for allocating the 

costs and benefits among the members of an ISAC.  Alternatively, tradeable externality 

permits may be considered as another mechanism for apportionment among group 

members.  Some sort of political equilibrium mechanism wherein members vote so that 

their preferences may be incorporated into the group’s decision-making process may be 

considered as well. 

This result further buttresses the conclusion that even if there is a market failure 

arising from public goods and externalities aspects of Internet security, it does not 

necessarily mean that government role is automatically prescribed to the exclusion of the 
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private sector.  Since under certain conditions the collective solution will approximate the 

socially-optimal solution, then some form decentralized group solution can be utilized in 

certain cases to help address the problem of Internet security.  The situation I envision is 

some form of a group formation of the Buchanan (1965, 1999) type where members of 

the group choose the size of the group membership, the amount of the public good, and 

the incentives (i.e. Pigouvian penalties and subsidies) (see, for example, Fabella 2005, 

which shows how contractarian governance can, under certain conditions, restore Pareto 

optimality in situations that would otherwise have resulted in an invisible hand failure).  

A cooperative game-theoretic formulation of this club theory is available (see, for 

example, Pauly 1967, 1970) and its specific application to Internet security along the 

lines contemplated here may be explored further. 

I illustrate my results with specific functional forms and simulations. 

Section 2 presents the model. Section 3 discusses the socially-optimal solution to the 

problem.  Section 4 considers the individual’s private solution, while Section 5 delves 

into the cooperative solution of the model.  Section 6 presents specific examples, 

illustrations of specific functional forms, as well as some simulations.  Section 7 presents 

the conclusions and summary of the paper. 

 

 

 

2. THE MODEL 
 

In this section, I study a model of 2 symmetric risk-neutral firms and h identical risk-

neutral hackers, and in the Appendix generalize the model to n firms.  Hacking requires 

an effort level e to each hacker, while firm 1 and firm 2 spend, respectively, 1x  and 2x  on 

private security goods, and 1y  and 2y on public security goods.  The government decides 

on the level of police enforcement expenditures, z.  The hacking effort costs c(e), while 

the cost of individual investments in private security goods, and the cost (per firm) of 

maintaining the police force, are respectively f(x) and g(z), where 0)( >′ xf , 0)( ≥′′ xf , 

0)( >′ zg , and 0)( ≥′′ zg  by assumption.  The cost per unit of non-rivalrous security 

goods are normalized to 1 for simplicity.   

The hacker’s optimization problem is  

 

( ) ( )
e

eczyyyxxgezyyyxxeGMax TT ),(),,(,,),,(,,, 21212121 −⋅=
     (1) 

 

where )(⋅g is the hacker’s gain from hacking, c(e) is the cost of the effort to the hacker, 

and Ty , the total amount of non-rivalrous security goods available to both firms, equals 

21 yy + .  It is reasonable to suppose that the gain of the hacker decreases (at a decreasing 

rate) with an increase in any of the security measures x1, x2, yT, and z, i.e.,  0
1

<
∂

∂

x

g
, 
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assume that 0)( >′ ec  and 0)( >′′ ec .   

The hacker’s first-order condition is )()),,(,,( 2121 eczyyyxxg T
′= , which defines 

)),,(,,( 2121 zyyyxxee T=  implicitly.  Hence, 
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level of the hacker decreases, ceteris paribus, with an increase in any of the security 

measures. 

Define )),,(,,( 2121 zyyyxxp T  to be the probability of the loss, )),,(,,( 2121 zyyyxxL T  

to be the magnitude of loss, and )),,(,,( 2121 zyyyxxs T  =  L - g  to be the deadweight 

social welfare loss from hacking. 

Police enforcement and private precautions lower the probability of one’s sites being 

attacked, thus: 

0)),,(,,( 2121 <zyyyxxp Tz           (2) 

0)),,(,,( 21211
<zyyyxxp Tx .          (3) 

Private security expenditures not only lower the probability of breach, but also lower 

the amount of the loss.  For example, file recovery efforts like regular back-ups, and 

disaster planning strategies are designed to mitigate the amount of a loss arising from a 

computer incident.  I also assume that public enforcement also lowers the magnitude of 

the loss, thus 

0)),,(,,( 21211
<zyyyxxL Tx           (4) 

0)),,(,,( 2121 <zyyyxxL Tz .          (5) 

Also, as mentioned, in the Internet, security is interdependent.  The lack of security in a 

network can cause damage not only to that network, but also to other networks linked to 

it.  If a computer virus or worm, for instance, penetrates an unprotected machine, there is 

a chance that it can breach other computers as well, as in fact a lot of viruses reproduce 

themselves (Heal and Kunreuther 2003).  Neglect by an individual therefore contributes 

to the probability of computer breach to other’s systems.  The probability of computer 

intrusion in one firm depends not only on its own precautions, but also on the precautions 

of others.  Likewise, one’s private precautions lower the probability of breach not only of 

one’s own computer systems but other systems as well.  For example, if a computer 

administrator regularly uses anti-virus software, then it not only reduces its own 

probability of intrusion, but also lowers the probability that a virus or a worm can infect 

other computers through its machine.  A very common example is the proliferation of 
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emails with virus attachments.  A person who does not anti-virus does not affect his/her 

machine only, since many viruses are programmed to be sent to others in the email group.  

Had the person used an anti-virus software and not been infected, the others would not 

have been infected also.  Thus,  

0)),,(,,( 21212
<zyyyxxp Tx .          (6) 

I also assume that one’s private security expenditures also reduce the amount of others’ 

loss.  Since compromised computers can be used to launch attacks against other 

computers, if one’s computers are not secure, hackers can possibly stage the attack 

against other websites through one’s systems.  In the case of denial-of-service attacks 

(DoS) and distribute denial-of-service attacks (DDoS) against other sites, the amount of 

damage to the attacked site depends, among others, on the length of time of the attack and 

number of computers from where the attacks are staged.  In essence, this implies that  

0)),,(,,( 21212
<zyyyxxL Tx .          (7) 

Finally, I assume that the following hold with respect the second and cross-partial 

derivatives: 

0)),,(,,( 212121
>zyyyxxp Txx          (8) 

0)),,(,,( 21211
>zyyyxxp Tzx          (9) 

0)),,(,,( 212121
>zyyyxxL Txx        (10) 

0)),,(,,( 2121 >zyyyxxL Tzz        (11) 

0)),,(,,( 21211
>zyyyxxL Tzx        (12) 

0)),,(,,( 2121 >zyyyxxp Tzz         (13) 

0)),,(,,( 212111
>zyyyxxp Txx .       (14) 

 

 

 

3. THE SOCIALLY-OPTIMAL SOLUTION 
 

Proposition 1.  The socially-optimum level of security is achieved by equalizing the 

marginal benefit to marginal cost ratios of each of the three alternatives -- private security 

investment, non-rivalrous security investment, and law enforcement measures. 

Proof.  The social planner’s problem is 

[ ] [ ]{ }
{ }zyx

zyyyxxszyyyxxezyyyxxechyzgxfMin

T

TTTT

,,

)),,(,,()),,(,,()),,(,,()()(2 212121212121 ⋅+⋅+++

           (15) 

 

The first-order conditions are: 
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{ } 0)()()()(2}{
212121

=+⋅++⋅++⋅′⋅+′
xxxxxx eessseeechxfx    (16) 

{ } 01}{ =⋅+⋅+⋅′⋅+
TTT yyyT esseechy       (17) 

                                     (18) 

 

From the hacker’s first-order conditions, we know that gc =′ and by definition we have 

gLs −= and e
h

p
2

= .  Substituting these into (16), (17) and (18), we know that, 

respectively, 

 

)()()(
2121

xfsspLpp xxxx
′=+−+−        (19) 

( ) 12 =+−
TT yy psLp          (20) 

)(zgspLp zz
′=⋅−⋅−         (21) 

The first term in equation (19), Lpp xx )(
21

+−  represents the total marginal diversion 

effect.  That is, because of the observable precaution, the probability of intrusion of a 

website is reduced as hackers are diverted to other sites that don’t have the observable 

precautions.  Hence, the overall expected amount of loss caused by the hacker decreases 

as a result of installing observable precautions.  In contrast to the standard results where 

the marginal diversion effect equals Lpx1
−  (see Shavell 1991, p. 129), here, because of 

the interrelated of the security, the overall diversion effect has to account for the 

reduction in the probability of intrusion of a website as a result of the investments of 

security by the other website, Lpx2
− .   

The second term in equation (19), 1)(
21

=+− xx ssp , represents the marginal social 

waste reduction effect – it captures the expected reduction in the amount of deadweight 

social welfare loss as a result of the security investment.  By definition, this term can be 

decomposed into the expected amount stolen from the firm, )(
21 xx LLp +− , i.e., the 

marginal theft reduction effect in Shavell (1991)’s terminology, minus the expected 

reduction of the gain to the hacker, )(
21 xx ggp +− .  As evident from the first part of this 

decomposition, a website benefits from the security investment of another website which 

reduces the amount stolen from the first website.  For example, in many cases, where 

compromised computers can be used to intrude into the target website, a stronger security 

infrastructure would decrease the amount of time the hacker would have to steal the 

target website’s computer systems.  

Thus, in contrast to previous results, equation (19) shows that with the externalities, 

the social marginal benefit of investing in security now includes not only the reduction of 

the probability or amount stolen from one’s digital assets, but also the reduction of the 

probability of intrusion and amount stolen from the other website. 

Dividing equations (19) and (21) by f’(x) and g’(z), respectively, proves the 

proposition.  Hence, under the socially-optimal solution, the marginal benefit to marginal 

cost ratios of the private security good, the public security good, and law enforcement 

measures are equalized: 

{ } .0)(2}{ =⋅+⋅+⋅′⋅+′
zzz esseechzgz
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Corollary 1.  The more responsive the probability and the magnitude of the loss is to 

a particular security measure, the more of that security measure should be used, holding 

constant the cost of providing such measure. 

Proof.  Note that equation (22) can be rewritten in elasticity form.  Thus, defining 

p
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x

p
p ⋅
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∂
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2pε , 
1s

ε , 
2sε , 

1pε , 
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zpε , 
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zgε analogously, equation (22) becomes: 
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Hence, the social planner adjusts the level of private rivalrous and non-rivalrous security 

investments, and law enforcement expenditures, in accordance with the responsiveness to 

them of the probability of loss, the amount of social loss, and the cost of providing the 

security measures.  In general, the more responsive is the probability of loss and the 

social loss to private rivalrous investment, the higher is the optimal level of private 

rivalrous investment.  The same thing applies to private non-rivalrous security 

investments, and the public expenditures on law enforcement.  This is akin to price 

discrimination by a monopolist who sells in different markets, and charges price 

according to the price elasticity of demand in these markets.  Of course, in the present 

security case, the social planner also needs to take into account the responsiveness of the 

costs to these changes in the level of the different security measures. 

 

 

 

4. THE INDIVIDUAL SOLUTION 

Proposition 2.  The interrelatedness of the risks causes individual firms to 

underinvest in private security. 

Proof.  Given the level of police enforcement and the firm 2’s level of private and 

public security investments, firm 1 chooses x and y to: 

( ) ( )
{ }zyxyx

zgyxfzyyyxxLzyyyxxpMin TT

,,,

)()(),,(,,),,(,,

2211

1121212121 +++⋅
  (24) 

where 21 yyyT +=   

The first-order (optimality) conditions are: 
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xfzyyyxxLzyyyxxp
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TxT

TTx
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{ } ( ) ( )

( ) ( ) 1),,(,,),,(,,

),,(,,),,(,,

21212121

212121211

=⋅−

⋅−

zyyyxxLzyyyxxp

zyyyxxLzyyyxxpy

TyT

TTy

T

T

    (26) 

Comparing equation (19) with (25) proves the proposition. 

For the firm, the motivation behind investing in precaution (marginal benefit) is the 

reduction in the expected cost of the harm to it.  Equation (26) states that, for individual 

precaution to be at the optimal level, the cost to the firm of a little more precaution, 

normalized to 1 unit, should equal the decrease in the expected cost of the loss from 

hacking, both in terms of reduction in the intrusion rate and the reduction in the loss from 

intrusions. 

Equation (26) implies that  

)(1 lp
x

pL
εε +−=           (27) 

where 
p

x

x

p
p ⋅

∂

∂
=ε , etc. 

Equation (27) says that the individual will equate the marginal cost to the reduction in the 

expected cost per unit of precaution multiplied by the sum of the responsiveness of both 

the probability and the magnitude of the loss to the change in one’s own private security 

investment.  The higher the expected loss and the more responsive the probability of the 

loss and the magnitude of the loss are to the amount of precaution, the higher is the 

marginal benefit of the precaution, and thus the higher is the optimal level of private 

precaution. 

Proposition 3.  The level of public security goods is also underprovided, the public 

good nature of the security investment causes the divergence of the level of public 

security expenditures from the socially-optimal amount.  However, the externality effect 

drops out; that is, in the case of public security goods, the positive “externality” of the 

one’s public security good investment to others  is “internalized” by the firm in 

calculating its optimal level of public security goods. 

Proof.  Comparing (20) with (26) proves the proposition. 

At first blush, it may seem that in the case of public security goods, there will both be 

the free-riding from the public good and the externality effect compounding together to 

worsen the underinvestment to a large extent.  But upon perusal, we see that the 

“externality effect” drops out of the picture.  The reason for this is that the individual 

already takes into account the positive effect upon him/her of the other person’s use of  

his/her privately provided public security good.   It is as if he/she is making the other 

person as his/her agent (in the legal sense of the word) in that he/she knows that if he/she 

invests in the public security good, that same good will be available to the other party, 
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which use of such good will reduce such parties’ intrusion, which will then also indirectly 

benefit the original spender as well. 

This is thus one less problem associated with the market solution and one argument in 

favor of it compared to the government-provided-security alternative. 

Proposition 4.  The amount of underinvestment in both the private security and 

public security goods investment worsens as the number of firms increases. 

Proof.  See the Appendix. 

The question that I address next is how a website’s choice of x* and y* changes with 

a change in the level of law enforcement expenditures, z.   

Proposition 5.  Under regular conditions, an increase in the government law 

enforcement expenditures lowers both private rivalrous and non-rivalrous expenditures, 

except if the cross elasticities of substitution between rivalrous and non-rivalrous security 

expenditures are so high they dominate the effect of the reduction in one type of private 

security expenditure caused by the increase in government expenditures.  

Proof.  The second website will face a similar optimization problem as the first 

website.  I assume that the two firms are symmetrical so that x1 = x2 and y1 = y2 in 

equilibrium.  Totally differentiating the first-order conditions given in equations (25) and 

(26), and, imposing symmetry, we arrive at a system of two equations, thus: 
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This is a system of implicit functions.  Assuming that the determinant of the coefficient 

matrix at { }zyyxx ,,,, ****  is non-zero, by the implicit function theorem, we can solve 

for: 
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and 
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From the equations above, it is clear that 0<
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




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< 0

dz

dy
, so long as it is not the case 

that both (a) the cross effects between x and y are so great and (b) the elasticity of 

substitution between z and y (z and x) is much greater than that between z and x (z and y), 

as to overwhelm the effect of reduction x (y) as a result of increase in z.  Thus, in general, 

public expenditures on law enforcement has a moral hazard effect:  if reduces the 

propensity of firms of invest in private and public security goods for its own protection. 

Proposition 6.  (a)  The government decidedly lowers the level of police enforcement 

in order to induce private firms to invest more in individual precautions.  (b)  As the 

number of firms, n, increases, and the amount of the underinvestment in private and 

public security goods investment correspondingly increase, the government also tailor-

fits its adjustment according to the size of the underinvestment. 

Proof.  Imposing symmetry, we have **

2

*

1 xxx == and *

21 yyy == , which are both 

functions implicitly of z. 

The government thus chooses z in order to 
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where )()( *

2

*

1

* zyzyyT += .  

The first-order (optimality) condition is: 
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Solving for )(zg ′ , we have 

)(]221[)]()()([
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TT yyxxxxzz
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Substituting in for the firm’s first order conditions, equation (30) becomes: 
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Thus, by comparing (31) with (21), we know that the government will deliberately 

underprovide on public law enforcement expenditures by the sum of the amount of the 

individual’s underinvestment in private and public security goods (i.e., the difference 

between the social planner’s and the private firm’s first order conditions:  equations (19) 

minus (25) and (20) minus (26)), weighted by the responsiveness of these security 

investments to law enforcement expenditures. 

The proof of the second part of the proposition (n-firm case) is in the Appendix. 

 

 

 

5. THE COOPERATIVE SOLUTION 

Proposition 7.  Under the social loss case (i.e., if sL = ), a cooperative results in 

socially-optimal levels of expenditures in police enforcement and private and public 

security goods investments. 

Proof.  The cooperative’s problem is to 

T

TTT
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zgyxfzyyyxxLzyyyxxpMin

,

)(2)(2)),,(,,()),,(,,(2 21212121 ⋅++⋅+⋅⋅
 (32) 

The first-order conditions are: 
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{ } [ ] 12 =+−
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which implies that  
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2
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2121      (35) 
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Government 
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The first-order condition is equal to 
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TT yyxxxxzz
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Substituting in the collective’s first-order condition (and if sL = ), this reduces to   

 

)(zgpsLp zz
′=−− .           (38) 

 

As can be seen from the results of this section, a cooperative solution promises to 

approximate well the socially-optimal solution.  This finding is consistent with the 

present move of the U.S. government to encourage the formation of ISACs.  The question 

that now arises however is how ISAC group members among themselves can allocate the 

costs associated with generating the (public) security goods.  Other than the ISAC 

member bargaining among themselves, one mechanism that could be explored is the 

creation of tradeable externality permits among the members of ISACs themselves, with 

the overall group “quota” on the externality determined by the coalition on the basis of 

optimization by the collective.  Thus, under this scenario, the overall level of externalities 

that will be allowed will be determined on the basis on optimization by the collective, and 

then, the distribution of allowable externalities among the members will be priced out the 

members – i.e., those desirous to “use” the externality will purchase the externality 

permit by bidding for it. 

If such “market-based” allocation of the externality would prove to be unwieldy in 

practice, then another solution that can be considered is the allocating among the 

members on the basis of his or her Shapley value: 

[ ]}){()(
!

)!1()!(
iCvCv

n

kkn

C

i −−
−−

=∑ψ      (39) 

where k is the size of the coalition C, n is the total players, v(C) is the value of the 

coalition, v(C-{i}) is the value of the coalition without player i, and where the sum is 

taken over all the coalition C that includes i as a member.  Since [ ]}){()( iCvCv −−  is the 

marginal contribution of i to the coalition C, the Shapley value of i simply reflects the 

expected marginal contribution of i.  Hence, the Shapley value would be an appropriate 

measure in this case, since it approximates what an actual market mechanism would 

reward to the member for his/her contribution, and the Shapley value is a way of tying 

the pay-offs to the member’s marginal productivity, when an actual market cannot be 

arranged.  This approach of applying the principles of cooperative game theory has been 

adopted in various cost-allocation games such as municipal cost-sharing (see, e.g., Suzuki 
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and Nakayama 1976; Young, Okada, and Hashimoto 1982), building airport runways 

(see, e.g., Littlechild 1974, Littlechild and Owen 1973), and minimum cost spanning tree 

games (see, e.g., Granot and Huberman 1981, Granot and Huberman 1984, Megiddo 

1978). 

Another form of decentralized group solution that can be utilized is one of the 

Buchanan (1965; 1999) type where the members of the group choose the size of the 

group membership, the amount of the public good, and the incentives (i.e. Pigouvian 

penalties and subsidies) (see, for example, Fabella 2005).  A cooperative game-theoretic 

formulation of this club theory is available (see, for example, Pauly 1967, 1970) and its 

specific application to Internet security along the lines contemplated here may be 

explored further. 

In sum, some form of decentralized group formation can be used to help address the 

problem of Internet security.  Thus, it does not necessarily mean that just because there is 

a market failure arising from the public goods and externalities aspects of Internet 

security, government role is automatically prescribed to the exclusion of the private 

sector.  Instead, both public and private sector initiatives can be utilized together. 

In Table 2 below, I summarize the amounts of privately-provided private and public 

security goods, and the level of government-provided law enforcement expenditures, 

under different scenarios. 

Table 2.  Summary of First-Order Conditions and Level of Security Investments        

(By Type of Agent and Security Investment) 
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6. EXAMPLES AND SIMULATIONS 
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Assume 1,,0 ≤< θβα . 

I decompose the attack into direct attacks and attacks staged indirectly through other 

compromised computers.  Thus, equation (43) tells us that total probability of attack to 

firm 1 is the combination of the direct attack probability, 
)( 1 zyx Te

θα +−
, and the probability 

that firm 1 will be attacked indirectly through firm 2, 
)( 21 zyxyx TTe

θβα ++−
.  (1-q) provides a 

relative measure of the number of the direct computer attacks, while q provides a relative 

measure of attacks staged indirectly through other compromised computers.  Thus, q 

measures the strength of the interdependence of the security of the two firms.  That is, if 

q = 0, the indirect effect, )( 21 zyxyx TTeq
θβα ++−⋅ , drops out and the probability of attack is 

simply the probability of direct attack to firm 1.  On the other hand, a relatively large q 

signifies that firm 1 must guard not only against direct attacks to its systems, but also 

attacks and viruses coming from computer computers.  Normally, we expect q to be 

greater than 0, reflecting the interdependent nature of computer security, and at the same 

time q is expected to be less than 1/2, signifying that direct attacks always account for the 

greater portion of attacks than indirect attacks. 

The parameters α, β, and θ measure the relative effectiveness of own private 

precautions, other’s private precaution, and police protection, respectively, in reducing 

computer intrusions in one’s systems.  

[ ]cb

T

a

T

aca

T

a

x zyxyqaxzyaxqAL )()1( 2

1

1

1

11

−−
+−=      (44) 

cb

T

ba

Tx zybxyxAqL
1

21 )(
2

−
=         (45) 



 17 

[ ]cba

T

baca

T

a

y zybaxqxzayxqAL
T

1

21

1

1 )()1(
−+−

++−=     (46) 

[ ]1

21

1

1 )()())(1( −− +−= cb

T

a

T

ca

Tz czyxyxqczyxqAL      (47) 

])1[(
)()( 211

1

zyxyxzyx

Tx
TTT eqeqyp

θβαθαα ++−+− ⋅+⋅−⋅−=      (48) 

][
)( 21

2

zyxyx

Tx
TTeqyp

θβαβ ++−⋅⋅−=        (49) 

)(

21

)(

1
211 )()1(

zyxyxzyx

y
TTT

T
qexxeqxp

θβαθα βαα ++−+− +−−−=     (50) 

])1[( )()( 211 zyxyxzyx

z
TTT eqeqp

θβαθαθ ++−+− ⋅+⋅−−=      (51) 

[ ]cb

T

a

T

aca

T

a

xx zyxyxaqazyaxqaAL )()1()1)(1( 2

2

1

2

111

−−
−+−−=    (52) 

cb

T

ba

T

a

xx zybxyAqaxL
1

2

1

121

−−
=        (53) 

[ ]cba

T

baca

T

a

yx zybaxqaxzayaxqAL
T

1

2

1

1

11

1 )()1(
1

−+−−−
++−=     (54) 

[ ]1

2

1

1

11

1 )()1(
1

−−−−
+−= cb

T

a

T

aca

T

a

zx czyxyqaxczyaxqAL     (55) 

[ ] pyqeeqyp T

zyxyxzyx

Txx
TTT ⋅=+−= ++−+− 2)()(2 )()1()( 211

11
αα θβαθα

   (56) 

[ ])( 21

21
))((

zyxyx

TTxx
TTqeyyp

θβαβα ++−=        (57) 

[ ]
[ ]

T

TTT

TTT

T

yT

zyxyxzyx

T

zyxyxzyx

yx

pyp

xxqexeqy

qeeqp

⋅−⋅−=

−−+−−−

+−−=

++−+−

++−+−

)(

)()()1()(

)1(

21

)(

1

)(

)()(

211

211

1

αα

βααα

α

θβαθα

θβαθα

  (58) 

[ ] zT

zyxyxzyx

Tzx pyqeeqyp TTT ⋅−=−+−−−= ++−+−
)()()()1()(

)()( 211

1
αθθα θβαθα

  (59) 

Notice also that an increase in the security investment of firm 2, decreases the indirect 

attack probability (i.e., 0
2

)( 21

<
∂

∂ ++−

x

e
zyxyx TT θβα

), but doesn’t affect the direct attack 

probability, as  0
2

)( 1

=
∂

∂ +−

x

e
zyx T θα

.  In contrast, firm 1 can decrease the probability that its 

systems will be breached either directly or indirectly by increasing its own precaution, 

1x , since both 
1

)( 1

x

e
zyx T

∂

∂ +− θα

 and 
1

)( 21

x

e
zyxyx TT

∂

∂ ++− θβα

 are negative.  The simulations below 

illustrate these points. 
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Simulations 

Applying the above parameter specification, I generate the following simulations. 
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Figure 5.  Optimal private precaution:  cooperative vs. individual solution 

 



 20 

Figure 2 shows that under the above functional specification, the probability of intrusion 

is decreasing at a decreasing rate.  The same is true for the probability times the 

magnitude of the loss, as shown by Figure 3.  Figure 4 shows that the optimal level of 

Internet security should be determined by balancing the trade-off between the reduction 

in the probability times the magnitude of the loss and the cost associated with providing 

the security.  Figure 5, on the other hand, depicts the marginal benefit of the precaution to 

the individual firm vis-à-vis the marginal benefit to the cooperative.  The optimal level of 

precaution is determined by equalizing the marginal benefit to the marginal cost. 

The simulations
2
 also show that as q, the measure of interdependence, increases, the 

individual firm will increase investment in public security goods, yT, relative to its 

investment in private security goods, x.  The reason for this is that, looking at the first-

order conditions yT and x, we see that the marginal benefit of the public and private 

security goods are differentiated by the terms )(

2
21 zyxyx TTqex

θβαβ ++−⋅  and 

zyxqxb
ba

T

ba 1

21

−+
⋅ , representing the additional reduction in both the probability and 

magnitude of the loss that the individual firm achieves because its public security goods 

investment in being used by other firm, which use in turn benefit firm 1.  Hence, although 

firm 2 is technically free-riding on firm 1’s investment in public security good, such free 

ride is actually benefiting firm 1, because the more secure firm 2 is, the less firm 1 is 

affected by attacks intrusion coming its way through firm 2.  Hence, the more interrelated 

cybersecurity is, the higher is an individual firm’s the public security investment relative 

to private security investment tends to be. 

 

 

7. CONCLUSIONS 
 

In reality, crimes are solved by a combination of private precautions and public 

enforcement of the law.  Thus, in this paper, I study a model where crimes are addressed 

through a combination of private and public measures.  By so doing, the paper captures 

the substitutability between the private and public responses, and the optimal 

combination of these approaches can be determined. 

In addition, the model captures two other important aspects of cybercrime protection.  

First, in the Internet, individual precautions can take one of two forms:  (a) investments is 

private security goods (such as the purchase of firewalls); or (b) investments in non-

rivalrous security goods (such as compiling information on software vulnerabilities, 

security holes, security incidents, and hacking patterns) which therefore have aspects of 

public goods.  Second, in the Internet, there are significant interrelatedness of risks, 

which give rise to externalities among individual websites.  Thus, in this paper, I study a 

model that combines all of these elements:  private investments in security; investments 

in security that has the nature of public goods; externalities; and public enforcement of 

law. 

                                                 
2
 Thus, for α = 1.5, β = 1, θ = 0.5, λ = 0.5, a = -1.5, b = -1, c = -0.5, f’(x) = 4, g’(z) = 0.5, x = 0.1923, 

0.2141, and 0.2355 for q = 0.2, 0.5, and 0.8 respectively, while yT = 1.0232, 1.2626, and 1.49, for the same 

values of q.  I have rigorously tried the simulations for different values of the parameters (e.g., high f’(x) 

case, low f’(x) case, high g’(z), low g’(z), high/low α, high/low θ, high λ/low λ, high/low |a|, etc.) and the 

result remains the same. 
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I find that the socially-optimal level of security is achieved by equalizing the 

marginal-benefit-to-marginal-cost ratios of each of the three alternatives – private 

security investment, non-rivalrous security investment, and law enforcement measures.  

Furthermore, the interrelatedness of Internet risks causes individual firms to underinvest 

in private and public security goods.  The government thus decidedly lowers the level of 

police enforcement expenditures in order to induce firms to invest more in individual 

precautions.  I also find that, under certain conditions, cooperation results in socially-

optimal levels of expenditures in private and public security goods expenditures.  The 

simulations illustrate the results of the model under several scenarios. 
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General Case:  n firms:  Social Planner 
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General Case:  n firms:  Individual 
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Notes:  As n increases, underinvestment worsens!  

Also, the “public good effect” worsens. 

Totally differentiating the FOCs and imposing symmetry, we have: 
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Again, assuming that the determinant of the coefficient matrix at { }zyyxx ,...,,,,..., ****  

is non-zero, by the implicit function theorem, we have: 
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Solving for )(zg ′ , we have: 
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Substituting in for the firm’s first order conditions, we have: 
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Conclusion:  The government also adjusts the adjustment by the size of the 

underinvestment. 

 

Cooperative Solution 
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Id;  Government 
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Substituting in the collective’s first-order condition (and if sL = ), this reduces to   
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